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QUESTION 1

Prior to leaving for an extended vacation, Joe uses his mobile phone to take a picture of his family in the house living
room. Joe posts the picture on a popular social media site together with the messagE. "Heading to our two weeks
vacation to Italy." Upon returning home, Joe discovers that the house was burglarized. Which of the following is the
MOST likely reason the house was burglarized if nobody knew Joe\\'s home address?

A. Joe has enabled the device access control feature on his mobile phone.

B. Joe\\'s home address can be easily found using the TRACEROUTE command.

C. The picture uploaded to the social media site was geo-tagged by the mobile phone.

D. The message posted on the social media site informs everyone the house will be empty.

Correct Answer: C

QUESTION 2

A system administrator has noticed that users change their password many times to cycle back to the original password
when their passwords expire. Which of the following would BEST prevent this behavior?

A. Assign users passwords based upon job role.

B. Enforce a minimum password age policy.

C. Prevent users from choosing their own passwords.
D. Increase the password expiration time frame.

Correct Answer: B

QUESTION 3

Which of the following would prevent a user from installing a program on a company-owned mobile device?
A. White-listing

B. Access control lists

C. Geotagging

D. Remote wipe

Correct Answer: A

QUESTION 4

An Information Systems Security Officer (ISSO) has been placed in charge of a classified peer- to-peer network that
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cannot connect to the Internet. The ISSO can update the antivirus definitions manually, but which of the following steps
is MOST important?

A. A full scan must be run on the network after the DAT file is installed.

B. The signatures must have a hash value equal to what is displayed on the vendor site.
C. The definition file must be updated within seven days.

D. All users must be logged off of the network prior to the installation of the definition file.

Correct Answer: B

QUESTION 5

Which of the following ports should be used by a system administrator to securely manage a remote server?
A. 22

B. 69

C. 137

D. 445

Correct Answer: A
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