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QUESTION 1

The system administrator has deployed updated security controls for the network to limit risk of attack. The security
manager is concerned that controls continue to function as intended to maintain appropriate security posture. Which of
the following risk mitigation strategies is MOST important to the security manager?

A. User permissions

B. Policy enforcement

C. Routine audits

D. Change management

Correct Answer: C

QUESTION 2

Jane, a security analyst, is reviewing logs from hosts across the Internet which her company uses to gather data on new
malware. Which of the following is being implemented by Jane\\'s company?

A. Vulnerability scanner
B. Honeynet

C. Protocol analyzer

D. Port scanner

Correct Answer: B

QUESTION 3

Jane, the security administrator, sets up a new AP but realizes too many outsiders are able to connect to that AP and
gain unauthorized access. Which of the following would be the BEST way to mitigate this issue and still provide
coverage where needed? (Select TWO).

A. Disable the wired ports

B. Use channels 1, 4 and 7 only

C. Enable MAC filtering

D. Disable SSID broadcast

E. Switch from 802.11a to 802.11b

Correct Answer: CD
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QUESTION 4

A security administrator must implement all requirements in the following corporate policy:
Passwords shall be protected against offline password brute force attacks.

Passwords shall be protected against online password brute force attacks.

Which of the following technical controls must be implemented to enforce the corporate policy? (Select THREE).
A. Account lockout

B. Account expiration

C. Screen locks

D. Password complexity

E. Minimum password lifetime

F. Minimum password length

Correct Answer: ADF

QUESTION 5

An online store wants to protect user credentials and credit card information so that customers can store their credit
card information and use their card for multiple separate transactions. Which of the following database designs provides
the BEST security for the online store?

A. Use encryption for the credential fields and hash the credit card field

B. Encrypt the username and hash the password

C. Hash the credential fields and use encryption for the credit card field

D. Hash both the credential fields and the credit card field

Correct Answer: C
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