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QUESTION 1

Refer to the screen capture below:

Endpoint Profiler

5086 Total Devices 433(370}'0] Smartdevices 5( Dufﬂ) Computers 63( 1 20/0) Unmanaged

Devices

.
|'( -
Device Category Device Family Device Name
S e » ............ @ | » N
SmartDevice (438) Microsoft windows 7 (1) Linux Computer (1)
Access Polts (2) Microsoft windows xp (1) Centoo (1)

- -
@ Switch @ SmanDavice
W Accars Ponis @ Computer © Routar W Linux O Migroroh windows 7 L Blﬂmfﬂ.lﬂ“ﬂmwﬂl
_ Sarver W Microsof windows xp 0 Linux Computer @ Gentoo
Change Selection ® Mark Known @ Mark Unknown ® Mark Disabled
~® | MACAddressa  Hostname Category OS Family Status
1. 000c29fdB945 linux Computer Linux Unksown

Based on the Endpoint Profiler output shown here, which of the following statements is true?
A. The devices have been profiled using DHCP fingerprinting.

B. There are 5 devices profiled in the Computer Device Category.

C. Apple devices will be profiled in the SmartDevice category.

D. There is only 1 Microsoft Windows device present in the network.

E. The linux device with MAC address 000c29fd8945 has not been profiled.

Correct Answer: B

QUESTION 2

Refer to the screenshot below:
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r,uan. Onboard + WorkSpace =)

Network Settings » Network Access

3= Access j’r Protocols ”5 Authentication =] Trust m Windows s Proxy
=) Start Here e =

Network Access

: ﬂ"" Initial Setup
COptions for basic network access.

+ ‘GA, Management and Control
- ﬁi-t Onbcard/MDM Configuration
&) Start Here

Employee_Securs

& N z
ame: X
Enter a name for the network,

Connect to the example network.
31 Calendar
l___; Contacts

5‘--‘ Device Restrictions

Description:

*I Email Enter a description for the network.

&3 Exchange ActiveSync

le- Network Settings

% Passcode Policy

* Network Type:

Wireless only -
Select which types of network will be provisioned.
Enterprise security (802.1X) will be selected if wired networks are to be supported.

Enterprise (802.1X) -
Select the authentization method used for the network.
Enterprise security (BUZ.1X] will be selected if wired networks are to be supported.

@ Subscribed Calendar * Security Type:
& vpn Settings
b‘g Web Clips and Bookmarks
+ % WorkSpace Configuration
¥ ':g.'-_ Deployment and Provisioning
ﬂ" Self-Service Portal

Wireless Network Settings

Options for wireless network access.
WPA2 with AES (lecommended) -
Select the WPA encryption version for the wireless network.

This setting is used for Windows, Android and Legacy 05 X (10.5/6) devices only.
105 and 05 X 10.7+ (Lion or later) devices auto-detect the WPA version.

* Security Version:

% gop.  SCeuUre_emp
" Enter the S5ID of the wireless network to connect to.
“, Configuration e ] Hidden network

Select this option if the wireless network is no: open or breadcasting.

“i Administration

Which of the following statements is true regarding the above configuration for network settings? (Choose 2)
A. Onboarded devices will connect to Employee_Secure SSID after provisioning.

B. Onboarded devices will connect to secure_emp SSID after provisioning.

C. Users will connect to Employee_Secure SSID for provisioning their devices.

D. Users must enter a Pre-shared key to connect to the network.

E. Users will do 802.1X authentication when connecting to the SSID.

Correct Answer: BE

QUESTION 3

Refer to the diagram below.
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Configuration » Services » Add

Services
m Authentication - Roles Enforcement Summary
Type: ( 802.1 Wireless ¢
Name: Test device group
Description: B802.1X Wireless Access Service |
Monitor Mode: (| Enable to monitor network access without enforcement
More Options: (] Authorization (| Posture Compliance | Audit End-hosts [ | Profile Endpoints

Matches () ANY or () ALL of the following conditions:
Type Name Operator Value

-

2. |Radius:IETF Service-Type BELONGS_TO

| Radlus: IETF NAS-Port-Type EQUALS Wireless-802.11 (19)
Login-User (1), Framed-User

{ -Qnly (8)
IB, Connection NAD-IP-Address BELONGS_TO_GROUP HQ I

4./Click to add...|

In which of the following scenarios will ClearPass select the Policy Service named \\'Test device group\\'?
A. If an end user IP address is part of the device group HQ.

B. If the IP address of the NAD device is part of the device group HQ.

C. If the ClearPass IP address is part of the device group HQ.

D. If the client\\'s NAD IP address is part of the device group HQ.

E. If the client\\'s Network Authentication Distribution server\\'s IP address belongs to device group HQ.

Correct Answer: B

QUESTION 4

Below is a network topology diagram: How many clusters are needed for this deployment?
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'@ Regional

fﬁ Office

Subscriber
Publisher

Main Data Center

D.8
E.2

Correct Answer: C

QUESTION 5

Refer to the screenshot below of a MAC Caching service:
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Configuration » Services » Edit - MAC Caching - Guest Access With MAC Caching
Services - MAC Caching - Guest Access With MAC Caching

Summary Service Authentication Authorization Roles

Use Cached Results: [Tl Use cached Roles and Posture attributes from previous sessions

Enforcement Policy: MAC Caching - Guest Access With MAC Cachif| Add new Enforcement Policy
Enforcement Policy Details

Description: Limits guests to maximum n device for MAC cachng purposes

Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
Authonzation: [Endpoints Repository]:Unique-Device-Count
1. : ( N 2) S PR i ' u [Deny Access Profile]

MAC Caching - Guest Sessmn Timeout, MAC Caching - Guest

ate:Day-of-Wee L Bandwi Limit, MA mit, MAC Caching -
Date:Day-of-Week dwidth Limi hing
[Update Endpmnt Known]

Monday, Tuesday, Wednesday, Thursda\-r Friday,Saturday, Sunday) Guest MAC Caching AC Caching - Guest
Do Expire, MAC Ca

2%

A guest connects to the Guest SSID and authenticates successfully using the guest.php web login page. Which of the
following is true?

A. Their MAC address will be visible in the Endpoints table with Known Status.

B. Their MAC address will be visible in the Endpoints table with Unknown Status.

C. Their MAC address will be visible in the Guest User Repository with Known Status.
D. Their MAC address will be visible in the Guest User Repository with Unknown Status.
E. Their MAC address will be deleted from the Endpoints table.

Correct Answer: A
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