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QUESTION 1

Which of the following statements is NOT true about the configuration of Active Directory (AD) as an External
Authentication Server in Clearpass?

A. Clearpass should join the AD domain when PEAP and MSCHAPV2 are used as the authentication type.
B. The bind DN for an AD can be in the administrator@domain format.

C. Clearpass cannot be a member of more than one AD domain.

D. The list of attributes fetched from the AD can be customized.

E. Clearpass nodes in a cluster can join different AD domains.

Correct Answer: C

QUESTION 2

Refer to the screen capture below If a user from the department "HR" connects on Monday to a switch that belongs to
the Device Group Remote NAD, what roles are assigned to the user in Clearpass? (Choose 2)

m Policy Mapping Rules

Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algarithm: Evaluate all

Conditions Role Name

(Authorization: remotelab AD:Department EQUALS Product Management)
OR (Authorization:remotelab AD:UserDN EQUALS Executive)

2.|(Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor

(Authorization: [Endpoints Repository]: Category CONTAINS SmartDevice) i0S Device
"/AND (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)
(Authorization: remotelab AD:Department EQUALS HR)

4. 0R (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local
OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

(Host:OSType CONTAINS Fedora)

Executive

5./0R (Host:OSType CONTAINS Redhat) Linux User
OR (Host:0SType CONTAINS Ubuntu)
6.‘(Connectinn: NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee
A. Executive

B. Remote Employee

C. iOS Device
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D. Guest
E. HR Local

Correct Answer: BE

QUESTION 3

Refer to the screen capture below:

Enforcement Policies - Enterprise Enforcement Policy

Enforcement Rules

Enforcement;
Name: Enterprise Enforcement Policy
Description: Enforcement policies for local and remote employees
Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:
Rules Evaluation Algorithm: Evaluate all
Conditions

|(Tips:Posture EQUALS HEALTHY (0))

|AND (Tips:Role MATCHES_ANY Remote Worker
1./ Role Engineer

testqa)

|AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

(Tips:Role EQUALS Senlor_Mgmt)

{Tips:Role EQUALS San Jose HR Local)
"IAND (Tips:Posture EQUALS HEALTHY (0))
|{Tips:Role EQUALS [Guest])
"IAND (Connection:SSID CONTAINS guest)
(Tips:Role EQUALS Remote Warker)
"IAND (Tips:Posture NOT_EQUALS HEALTHY (D))

"|AND (Date:Day-of -Week NOT_BELONGS_TO Saturday, Sunday)

Actions

[RADIUS] EMPLOYEE_VLAN, [RADIUS] Remote Employee ACL

[RADIUS] EMPLOYEE_VLAN
HR VLAN
[RADIUS] WIRELESS_GUEST_NETWORK

RestrictedACL

Based on the Enforcement Policy configuration, if a user with Role Engineer connects to the network and the posture

token assigned is Unknown, what Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. Remote Employee ACL
C. RestrictedACL

D. Deny Access Profile

E. HR VLAN

Correct Answer: D

QUESTION 4

What is the Onboard license usage based on?

A. Each user connected to the provisioning SSID uses 1 Onboard license.
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B. Each user authenticated using the Onboard credential uses 1 Onboard license.

C. Each user provisioned using the Onboard process uses 1 Onboard license.

D. Each user that has the OnGuard agent downloaded uses 1 Onboard license.

E. Each user that downloads the Onboard application to their iOS device uses 1 Onboard license.

Correct Answer: C

QUESTION 5

Which of the following is NOT a function of ClearPass Insight?
A. Report Generation

B. RADIUS Accounting Start-Stop messages

C. Email Alerts

D. SMS Alerts

E. Searching for RADIUS failed authentications

Correct Answer: B
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