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QUESTION 1

Which of the following methods can be used as collectors for device profiling? (Choose 2)
A. OnGuard agent

B. Active Directory Attributes

C. ActiveSync Plugin

D. Username and Password

E. Client\\'s role on the controller

Correct Answer: AC

QUESTION 2

Which of the following options is the correct order of steps of a Policy Service request?
1) Clearpass tests the request against Service Rules to select a Policy Service.

2) Clearpass applies the Enforcement Policy.

3) Negotiation of the Authentication Method occurs between the NAD and Clearpass.
4) Clearpass sends the Enforcement Profile attributes to the NAD.

5) NAD forwards authentication request to Clearpass.

A.1,3,2,4,5

B.5,1,3,2,4

C.5,1,3,4,2

D.1,2,3,4,5

E.2,3,4,51

Correct Answer: B

QUESTION 3

A customer would like to deploy ClearPass with the following objectives: they have 2000 devices that need to be
onboarded, 2000 corporate devices running posture checks daily, and 500 different guest users each day authenticating
using the web login feature.

Which of the following best describes the license mix that they need to purchase?

A. CP-HW-500, 2500 Clearpass Enterprise
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B. CP-HW-5k, 2500 Clearpass Enterprise
C. CP-HW-5k, 4500 Clearpass Enterprise
D. CP-HW-25k, 4500 Clearpass Enterprise
E. CP-HW-25k, 4000 Clearpass Enterprise

Correct Answer: D

QUESTION 4

Refer to the following configuration for a VLAN Enforcement Policy: Which of the following statements is true for the
above configuration?

Enforcement Profiles - full access vlan profile

Profile:

Name: full access vian profile

Description:

Type: RADIUS

Action: Accept

Device Group List: 1. HQ

Attributes:

Type Name Value

T Radius:IETF Session-Timeout = 10800
2.|Radius:IETF Termination-Action = RADIUS-Request (1)
3.|Radius:IETF Tunnel-Type = VLAN (13)
4, Radius:IETF Tunnel-Medium-Type = [EEE-802 (6)
5.|Radius:IETF Tunnel-Private-Group-Id = 10

A. This profile will be applied to requests coming from an end user in the Device Group HQ.

B. This profile will be applied to requests coming from a Network Access Device in the Device Group HQ.
C. The profile will be applied to requests processed by a ClearPass appliance in Device Group HQ.

D. This profile will be applied to all users.

E. This profile will be applied to RADIUS requests that have timed out after 10800 seconds.

Correct Answer: B
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QUESTION 5

Which of the following statements is true about the Clearpass hardware appliances?
A. DHCP can be used to assign IP addresses to management and data ports.

B. Both Management and Data Ports must be configured.

C. Clearpass has a default management IP of 172.16.0.254.

D. Only static IP addresses are allowed on the management and data ports.

E. The maximum number of devices supported is 5000.

Correct Answer: D
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