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QUESTION 1

You have set an alert policy for the disk usage of an ECS instance by using Alibaba Cloud CloudMonitor Each
measurement cycle lasts for 5 minutes, during which the average disk usage is measured If the average disk usage
exceeds 80% for five consecutive measurement cycles, an alert will be reported After your average disk usage exceeds
80%, how long will it take to receive an alert with the best case scenario? 

A. 30 minutes 

B. 0 minutes 

C. 40 minutes 

D. 20 minutes 

Correct Answer: A 

 

QUESTION 2

User A is the system administrator of a company, who often takes business trips to Shanghai Each time when he
remotely logs on to the Shanghai an alert is reported, prompting "Someone is remotely logging on to the server Please
pay attention to your server security" Which of the following methods can be used to quickly and automatically resolve
this issue? 

A. Open a ticket immediately to consult Alibaba Cloud engineers 

B. Log on to the Alibaba Cloud Security Center, and add a frequent logon location to the configuration item of Security
Center. 

C. Ask the company leaders for help 

D. Call a friend, who is a famous hacker in the industry, for help. 

Correct Answer: B 

 

QUESTION 3

Alibaba Cloud ECS instances are common targets of hacker attacks. There are many types of attacks against ECS
instances. Which of the following attacks specifically target the operating system of an ECS instance? (Number of
correct answers: 3) 

A. SQL injection 

B. Trojan or Webshell installation 

C. Brute force RDP password cracking 

D. Brute force SSH password cracking 

Correct Answer: BCD 
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QUESTION 4

When importing key material into Key Management Service (KMS), you will be given an import token and 

public encryption key valid for 24 hours. The public key KMS provides must be used to encrypt your key 

material before upload KMS allows you to choose different public key encryption algorithms. 

Which ones are supported? (Number of correct answers; 3) 

A. RSAES_OAEP_SHA_1 

B. RSAES_ECDHE_V1 _5 

C. RSAES_OAEP_SHA_256 

D. RSAES PKCS1 V1 5 

Correct Answer: ABD 

 

QUESTION 5

You have bought an ECS instance on Alibaba Cloud After deploying a Python environment on it, which of the following
is the easiest and quickest way to monitor whether the Python process is running normally and report an alert if the
process is accidentally terminated? 

A. Use site monitoring 

B. Log on to the ECS instance console 

C. Utilize process monitoring feature (can be found in ECS instance 

D. Write a script for monitoring by yourself. 

Correct Answer: C 
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