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QUESTION 1

If a user has multiple ECS instances on Alibaba Cloud but has no professional OandM team or is unwilling to put efforts
in OandM, the user can activate Alibaba Cloud Security Center which provides security expert services like manual
security checking, Trojan removing and hosted service monitoring. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

To improve ECS instance security, the administrator does not want users on public network to check whether an ECS
instance is online using the ping command. Which of the following reinforcement measures designed by the
administrator is NOT feasible? 

A. Resolve the IP address of the ECS instance to an uncommon level 4 domain name, and point the promotional
domain name to the level 4 domain name through CNAME 

B. Enable a security group and only allow access from ports 80 and 25 of the public network through TCP 

C. Enable a security group, and reject ICMP for public network access. 

D. Enable an operating system firewall for the ECS instance, and reject ICMP for public network access. 

Correct Answer: A 

 

QUESTION 3

Clean bandwidth refers to the maximum normal clean bandwidth that can be processed by Anti-DDoS Premium
instances when your business is not under attack. Make sure that the Clean bandwidth of the instance is greater than
the peak value of the inbound or outbound traffic of all services connected to the Anti-DDoS Premium instances 

If the actual traffic volume exceeds the maximum Clean bandwidth, your business may be subject to traffic restrictions
or random packet losses, and your normal business may be unavailable, slowed, or delayed for a certain period of time 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

Alibaba Cloud Data Risk Control utilizes Alibaba Group\\'s Big Data computing capabilities and industry-leading, risk
decision making engine to address fraud threats in key service processes (such as account log on, online activity,
payment) and avoid financial loss. 
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Which of the following is NOT an application scenario of Data Risk Control? 

A. Account registration 

B. Application installation 

C. Goods payment 

D. Transaction rating 

Correct Answer: B 

 

QUESTION 5

Alibaba Cloud WAF is a security protection product based on Alibaba Group\\'s web security defense experience
accumulated over more than a decade By defending against common OWASP attacks, providing patches to fix
vulnerabilities, and allowing users to customize protection policies for website services, WAF can successfully
safeguard the security and availability of websites and web applications. Which of the following types of security
configurations does WAF provide? (Number of correct answers 3) 

A. Port access control 

B. CC protection 

C. Web application attack protection 

D. Precision access control 

Correct Answer: ABC 
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