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QUESTION 1

A Network Engineer has enabled VPC Flow Logs to troubleshoot an ICMP reachability issue for an echo reply from an
Amazon EC2 instance. The flow logs reveal an ACCEPT record for the request from the client to the EC2 instance, and
a REJECT record for the response from the EC2 instance to the client.

What is the MOST likely reason for there to be a REJECT record?

A. The security group is denying inbound ICMP.

B. The network ACL is denying inbound ICMP.

C. The security group is denying outbound ICMP.

D. The network ACL is denying outbound ICMP.

Correct Answer: B

QUESTION 2

A company provisions an AWS Direct Connect connection to permit access to Amazon EC2 resources in several
Amazon VPCs and to data stored in private Amazon S3 buckets. The Network Engineer needs to configure the
company\\'s on-premises router for this Direct Connect connection.

Which of the following actions will require the LEAST amount of configuration overhead on the customer router?
A. Configure private virtual interfaces for the VPC resources and for Amazon S3.

B. Configure private virtual interfaces for the VPC resources and a public virtual interface for Amazon S3.

C. Configure a private virtual interface to a Direct Connect gateway for the VPC resources and for Amazon S3.

D. Configure a private virtual interface to a Direct Connect gateway for the VPC resources and a public virtual interface
for Amazon S3.

Correct Answer: A

QUESTION 3

A department in your company has created a new account that is not part of the organization\\'s consolidated billing
family. The department has also created a VPC for its workload. Access is restricted by network access control lists to
the department\\'s on-premises private IP allocation. An AWS Direct Connect private virtual interface for this VPC
advertises a default route to the company network. When the department downloads data from an Amazon Elastic
Compute Cloud(EC2) instance in its new VPC, what are the associated charges?

A. The company pays Internet Data Out charges.
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B. The company pays AWS Direct Connect Data Out charges.
C. The department pays Internet Data Out charges.
D. The department pays AWS Direct Connect Data Out charges.

Correct Answer: D

QUESTION 4

A company is running services in a VPC with a CIDR block of 10.5.0.0/22. End users report that they no longer can
provision new resources because some of the subnets in the VPC have run out of IP addresses.

How should a network engineer resolve this issue?

A. Add 10.5.2.0/23 as a second CIDR block to the VPC. Create a new subnet with a new CIDR block, and provision new
resources in the new subnet.

B. Add 10.5.4.0/21 as a second CIDR block to the VPC. Assign a second network from this CIDR block to the existing
subnets that have run out of IP addresses.

C. Add 10.5.4.0/22 as a second CIDR block to the VPC. Assign a second network from this CIDR block to the existing
subnets that have run out of IP addresses.

D. Add 10.5.4.0/22 as a second CIDR block to the VPC. Create a new subnet with a new CIDR block, and provision
new resources in the new subnet.

Correct Answer: D

QUESTION 5

Your organization\\'s corporate website must be available on www.acme.com and acme.com. How should you configure
Amazon Route 53 to meet this requirement?

A. Configure acme.com with an ALIAS record targeting the ELB. www.acme.com with an ALIAS record targeting the
ELB.

B. Configure acme.com with an A record targeting the ELB. www.acme.com with a CNAME record targeting the
acme.com record.

C. Configure acme.com with a CNAME record targeting the ELB. www.acme.com with a CNAME record targeting the
acme.com record.

D. Configure acme.com using a second ALIAS record with the ELB target. www.acme.com using a PTR record with the
acme.com record target.

Correct Answer: A
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