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QUESTION 1

DRAG DROP

You maintain an existing Azure SQL Database instance. Management of the database is performed by an external
party. All cryptographic keys are stored in an Azure Key Vault.

You must ensure that the external party cannot access the data in the SSN column of the Person Table.

Will each protection method meet the requirement? To answer, drag the appropriate responses to the correct protection
methods.

Each response may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Responses Answer Area
Yes Protection method € N Response
No
Enable AlwaysOn encryption. o Response
. . 6 Response
Set the column encryption setting to.disabled. e
Assign users to the Public fixéd'database role. Respouse
Store column encr}ption"ﬁé}is in the system catalog view in the database. e
Correct Answer:
Responses Answer Area
Yes Protection method X« ' Response
No -
Enable AlwaysOn encryption. N Yes
Set the column encryption setting.to disabled. No
Assign users to the Public fixéd'database role. No
No

Store column encryption’kevs in the system catalog view in the database.

References: https://docs.microsoft.com/en-us/azure/security/azure-database-security-overview

QUESTION 2
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LA 4

You have an Azure solution that uses Multi-Factor Authentication for added security when users are outside of the
office. The usage model has been set to Per Authentication.

Your company acquires another company and adds the new staff to Azure Active Directory (Azure AD). New staff
members must use Multi-Factor Authentication.

You need to change the usage model to Per Enabled User.
What should you recommend?
A. Create a new Multi-Factor Authentication provider and reconfigure the usage model.

B. Create a new Multi-Factor Authentication provider with a backup from the current Multi-Factor Authentication provider
data.

C. Use the Azure portal to change the current usage model.
D. Use Azure CLI to change the current usage model.
Correct Answer: B

Since it is not possible to change the usage model of an existing provider as it is right now, you have to create a new
one and reactivate your existing server with activation credentials from the new provider.

References:

https://365lab.net/2015/04/11/switch-usage-model-in-azure-multi-factor-authentication-server/

QUESTION 3

DRAG DROP

You have an on-premises file server named Serverl that runs Windows Server 2016.
You have an Azure subscription that contains an Azure file share.

You deploy an Azure File Sync Storage Sync Service, and you create a sync group.
You need to synchronize files from Serverl to Azure.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area
Install the Azure File Sync agent on Serverl.

Add a server endpoint.

Register Serverl.

Create a Recovery Services vault.

Create an Azure on-premises data gateway. @

FUEL

Install the DFS Replication server role on Server1.

O

Correct Answer:

Actions Answer Area

Install the AzuréFile Sync agent on Server1.

RegisterServer1.

Adda server endpoint.
Create a Recovery Services vault. '

Create an Azure on-premises data gateway. @ @

oL

Install the DFS Replication server role on Server1.

Step 1: Install the Azure File Sync agent on Serverl

The Azure File Sync agent is a downloadable package that enables Windows Server to be synced with an Azure file
share

Step 2: Register Serverl.
Register Windows Server with Storage Sync Service

Registering your Windows Server with a Storage Sync Service establishes a trust relationship between your server (or
cluster) and the Storage Sync Service.

Step 3: Add a server endpoint
Create a sync group and a cloud endpoint.

A sync group defines the sync topology for a set of files. Endpoints within a sync group are kept in sync with each other.
A sync group must contain one cloud endpoint, which represents an Azure file share and one or more server endpoints.

A server endpoint represents a path on registered server.

References:
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https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide

QUESTION 4

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You are planning to create a virtual network that has a scale set that contains six virtual machines (VMs).
A monitoring solution on a different network will need access to the VMs inside the scale set.

You need to define public access to the VMs.

Solution: Use Remote Desktop Protocol (RDP) to connect to the VM in the scale set.

Does the solution meet the goal?

A. Yes

B. No

Correct Answer: A

Instead, deploy a standalone VM that has a public IP address to the virtual network.

QUESTION 5
SIMULATION
Your on-premises network uses an IP address range of 131.107.2.0 to 131.107.2.255.

You need to ensure that only devices from the on-premises network can connect to the rgllod8322490n1 storage
account.

What should you do from the Azure portal?

Correct Answer: See solution below.

Step 1: Navigate to the rg1l0d8322490n1 storage account.

Step 2: Click on the settings menu called Firewalls and virtual networks.

Step 3: Ensure that you have elected to allow access from \\'Selected networks\\".

Step 4: To grant access to an internet IP range, enter the address range of 131.107.2.0 to 131.107.2.255 (in CIDR
format) under Firewall, Address Ranges.

References:
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https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
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