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QUESTION 1
HOTSPOT

You have an Azure subscription named Subcriptionl that contains the resources shown in the following table.

Name Type Description
EventHub1 Azure Event Hubs Not applicable
Adf1 Azure Data Factory Not applicable
NVA1 Network virtual appliance (NVA) The NVA sends security event messages in the
Common Event Format (CEF).

You have an Azure subscription named Subcription2 that contains the following resources:
1.

An Azure Sentinel workspace

2.

An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Subscription1: v

| An Azure Log Analylics agent on a Linux virludl machine
A Data Factory pipeline

'An Event Hubs namespace
An Azure Service Bus queue

Subscription2: v
A new Azure Log Analytics workspace '
A new Azure Sentinel data connector
' A new Azure Sentinel playbook
A new Event Grid resource provider

Correct Answer:
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Answer Area

Subscription: v

'An Azure Log Analylics agent on a Linux virlual machine
A Data Factory pipeline

| An Event Hubs namespace

‘An Azure Service Bus queue

Subscription2: v
A new Azure Log Analytics workspace ’
A new Azure Sentinel data connector
A new Azure Sentinel playbook
"A new Event Grid resource provider

QUESTION 2
Note: This question is part of a series of questions that present the same scenario.

Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution. After you answer a question in this

section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. An Azure
administrator plans to run a PowerShell script that creates Azure resources.

You need to recommend which computer conguration to use to run the script.

Solution: Run the script from a computer that runs Linux and has the Azure CLI tools installed.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

A PowerShell script is a le that contains PowerShell cmdlets and code. A PowerShell script needs to be run in
PowerShell.

PowerShell can now be installed on Linux. However, the question states that the computer has Azure CLI tools, not
PowerShell installed.

Therefore, this solution does not meet the goal.
References:

https://docs.microsoft.com/en-us/powershell/scripting/components/ise/how-to-write-and-run-scripts-in-the-windows-
powershell-ise? view=powershell-6
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QUESTION 3
HOTSPOT

You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory
(Azure AD) tenant. The tenant contains the resources shown in the following table.

Which resources can be added to AUI and AU2? To answer, select the appropriate options in the answer area.

[ Name Type Assigned object
AL Adminestrative unit Used1, Group]

AL Administrative wnil MNone

User] | User Mot applicable

Groupl | Secunty group Mot applicable

Groupd | Microsoft 363 group Not applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Hot Area:

AL2 only
Groupd only

identity 1 only
AUZ2 and GroupZ only
Group2 and identity! on

AU

AU2:

igentity 1 only
AUT and Identity only

Group1 and Group?2 only

AU1, Group? and identity 1 only
Group?t, Groupd and User1 onl
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Correct Answer:

av:: [

AL2 only
Groupd only

identity 1 only
AUZ and GroupZ only

AUZ:

igentity 1 only
AUT and |dentityl only

Group1 and Group2 only

AUY, Group? and ldentity | only
2 and User1

QUESTION 4

SIMULATION

You plan to use Azure Disk Encryption for several virtual machine disks.

You need to ensure that Azure Disk Encryption can retrieve secrets from the KeyVault11641655 Azure key vault.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A. See the explanation below.

Correct Answer: A
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In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search results then select
KeyVault11641655. Alternatively, browse to Key Vaults in the left navigation pane.

2.

In the Key Vault properties, scroll down to the Settings section and select Access Policies.
3.

Select the Azure Disk Encryption for volume encryption

4,

Click Save to save the changes.

QUESTION 5
You have an Azure subscription that contains a storage account named storagel and a virtual machine named VM1.
VML is connected to a virtual network named VNetl that contains one subnet and uses Azure DNS.

You need to ensure that VM1 connects to storage! by using a private IP address. The solution must minimize
administrative effort.

What should you do?

A. For storagel, disable public network access.
B. Create an Azure Private DNS zone.

C. On VNetl. create a new subnet.

D. For storagel, create a new private endpoint.
Correct Answer: D

Create storage account with a private endpoint

For the storage account create and configure the private endpoint. The private endpoint uses a network interface
assigned an IP address in the virtual network.

You can then connect to the storage account from the VM using a private IP address through the private endpoint.
Reference:

https://learn.microsoft.com/en-us/azure/private-link/tutorial-private-endpoint-storage-portal
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