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QUESTION 1

SIMULATION

You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com. The new
directory must contain a user named user10317806 who is configured to sign in by using Azure Multi-Factor
Authentication (MFA).

A. See the explanation below.

Correct Answer: A

To create a new Azure AD tenant:

1.

Browse to the Azure portal and sign in with an account that has an Azure subscription.

2.

Select the plus icon (+) and search for Azure Active Directory.

3.

Select Azure Active Directory in the search results.

4,

Select Create.

5.

Provide an Organization name (10317806) and an Initial domain name (10317806). Then select Create. This will create
the directory named 10317806.onmicrosoft.com.

6.

After directory creation is complete, select the information box to manage your new directory. To create the user:

Azure Active Cirectory

MARKETPLACE

Compute
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~ Azure Active Directory

Results

MNAME i PUBLISHER

ﬂ Azure Active Directory | Microsaft

Create directory

* Organization name @

Contoso Direct W

* |nitial domain name @

contosodirect W

contosodirect.onmicrosoft.com

Country or region @

United States W

Directory creation will take about
one minute.

1. In the Azure portal, make sure you are on the Azure Active Directory fly out.

contoso direct

contoso direct

Azure Active Direclory

O Overview

r:"  Quick stat

MAMAGE

-

If not, select the Azure Active Directory icon from the left services navigation.
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i Storage accounts
Virtual networks

0 Azure Active Directo...

e Monitor

2.

Under Manage, select Users.

3.

Select All users and then select + New user.
4.

Provide a Name and User name (user10317806) for the user. When you\\'re done, select Create.

) Overview

t; Getting started

Manage

Users

s Groups
BE Organizational relationships

Roles and administrators
To enable MFA:
1.
In the Azure portal, make sure you are on the Azure Active Directory fly out.
2.
Under Manage, select Users.
3.

Click on the Multi-Factor Authentication link.
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4,

Tick the checkbox next to the user\\'s name and click the Enable link.

contoso direct

contoso direct

Azure Active Direclory

O Overview

vz’ Quick stat

MAMAGE

-

If not, select the Azure Active Directory icon from the left services navigation.

i Storage accounts
Virtual networks

‘ Azure Active Directo...

0 Monitor

) Overview

t; Getting started

Manage

Users

Groups
B3 Organizational relationships

Roles and administrators

Reference: https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant
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QUESTION 2
HOTSPOT

You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log
Analytics query named Queryl and a playbook named Playbook1.

Queryl returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Query1 that will trigger Playbook1.
You need to ensure that you can add Playbookl to the new rule.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Create the rule and set the type to: \ 4
Fusion
Microsoft Security incident creation
Scheduled
Configure the playbook to include: v

A managed connector
A system-assigned managed identity

A trigger

Diagnostic settings

Correct Answer:
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Create the rule and set the type to: v

Fusion
Microsoft Security incident creation

Scheduled

Configure the playbook to include: "

A managed connector
A system-assigned managed identity

A trigger

Diagnostic settings

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom https://docs.microsoft.com/en-
us/azure/sentinel/tutorial-respond-threats-playbook

QUESTION 3

You have an Azure subscription that contains the resources shown in the following table.

Name Type
LB1 Azure Standard Load Balancer
VM1 Virtual machine

SQL1 Azure SQL Database
VMSS1 Virtual machine scale set

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation
of APL1?

A. VMSS1
B. VM1
C.SQL
D. LB1

Correct Answer: D
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QUESTION 4
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.

When a developer attempts to register an app named Appl in the tenant, the developer receives the error message
shown in the following exhibit.

You do not have access X

Access denied
You do not have access

You don't have permission to register applications in the sk200510outlook (Default
Directory) directory. To request access, contact your administrator.

Summary [D

Session ID Resource ID
f8e55e67d10141b4bf0cT7ac5115b3be7 Mot available

Extension Content
Microsoft_AAD_RegisteredApps CreateApplicationBlade
Error code

403

You need to ensure that the developer can register Appl in the tenant. What should you do for the tenant?
A. Modify the User settings

B. Set Enable Security default to Yes.
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C. Modify the Directory properties.
D. Configure the Consent and permissions settings for enterprise applications.
Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-
added

QUESTION 5

You have an Azure subscription linked to an Azure Active Directory Premium Plan 1 tenant.
You plan to implement Azure Active Directory (Azure AD) Identity Protection.

You need to ensure that you can configure a user risk policy and a sign-in risk policy.

What should you do first?

A. Purchase Azure Active Directory Premium Plan 2 licenses for all users.

B. Register all users for Azure Multi-Factor Authentication (MFA).

C. Enable security defaults for Azure AD.

D. Upgrade Azure Security Center to the standard tier.

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
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