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QUESTION 1

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: No 

Azure firewall does not encrypt network traffic. It is used to block or allow traffic based on source/destination IP address,
source/destination ports and protocol. 

Box 2: No 

A network security group does not encrypt network traffic. It works in a similar way to a firewall in that it is used to block
or allow traffic based on source/destination IP address, source/destination ports and protocol. 

Box 3: No 

The question is rather vague as it would depend on the configuration of the host on the Internet. Windows Server does
come with a VPN client and it also supports other encryption methods such IPSec encryption or SSL/TLS so it could 

encrypt the traffic if the Internet host was configured to require or accept the encryption. However, the VM could not
encrypt the traffic to an Internet host that is not configured to require the encryption. 

References: 

https://docs.microsoft.com/en-us/azure/security/azure-security-data-encryption-best-practices#protect-data-in-transit 

 

QUESTION 2

HOTSPOT 

You implement Microsoft Azure Information Protection. 

For each of the following statements, select Yes if the statement is true. otherwise, select No. 
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NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection
https://docs.microsoft.com/en-us/azure/information-protection/rms-client/client-classify-protect 

 

QUESTION 3

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
select is worth one point. 
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Hot Area: 

Correct Answer: 

 

 

QUESTION 4

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 5
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DRAG DROP 

Match the Azure service to the correct description. 

Instructions: To answer, drag the appropriate Azure service from the column on the left to its description on the right.
Each service may be used once, more than once, or not at all. 

NOTE: Each correct match is worth one point. 

Select and Place: 

Correct Answer: 
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Explanation: 

Box 1: Azure SQL Database 

SQL Server is a relational database service. Azure SQL Database is a managed SQL Server Database in Azure. The
SQL Server is managed by Microsoft; you just have access to the database. 

Box 2: Azure SQL Synapse Analytics 

Azure SQL Synapse Analytics (previously called Data Warehouse) is a cloud-based Platform-as-a-Service (PaaS)
offering from Microsoft. It is a large-scale, distributed, MPP (massively parallel processing) relational database
technology in 

the same class of competitors as Amazon Redshift or Snowflake. Azure SQL Synapse Analytics is an important
component of the Modern Data Warehouse multi-platform architecture. Because Azure SQL Synapse Analytics is an
MPP 

system with a shared-nothing architecture across distributions, it is meant for large-scale analytical workloads which can
take advantage of parallelism. 

Box 3: Azure Data Lake Analytics 

You can process big data jobs in seconds with Azure Data Lake Analytics. You can process petabytes of data for
diverse workload categories such as querying, ETL, analytics, machine learning, machine translation, image processing
and 
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sentiment analysis by leveraging existing libraries written in .NET languages, R or Python. 

Box 4: Azure HDInsight. 

Apache Hadoop was the original open-source framework for distributed processing and analysis of big data sets on
clusters. The Hadoop ecosystem includes related software and utilities, including Apache Hive, Apache HBase, Spark,
Kafka, 

and many others. 

Azure HDInsight is a fully managed, full-spectrum, open-source analytics service in the cloud for enterprises. The
Apache Hadoop cluster type in Azure HDInsight allows you to use HDFS, YARN resource management, and a simple 

MapReduce programming model to process and analyze batch data in parallel. 

Reference: 

https://azure.microsoft.com/en-us/services/sql-database/ 

https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-overview-what-is 

https://docs.microsoft.com/bs-latn-ba/azure/hdinsight/hadoop/apache-hadoop-introduction 

https://www.blue-granite.com/blog/is-azure-sql-data-warehouse-a-good-fit-updated 

https://azure.microsoft.com/en-gb/services/data-lake-analytics/ 
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