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QUESTION 1

An IBM Security Access Manager V9.0 deployment at a customer has enabled audit.authz, audit.authn, audit.http for
meeting auditing requirements and results in large volume of audit records and poses significant data management
challenges to the client. The customer wants to exclude the audit events to certain static resources such as images. 

What action should be taken to implement this? 

A. Disable audit.http events only 

B. Disable audit.http.unsuccessful events only 

C. Define a POP with the audithttp set to "no"; attach this to the static resources 

D. Define an ACL with the audithttp operation set to "no"; attach this to the static resources 

Correct Answer: D 

 

QUESTION 2

Which two resources should a deployment professional check to ensure an appliance is at the very latest level?
(Choose two.) 

A. IBM Fix Central 

B. IBM Security YouTube channel 

C. Google IBM Security Access Manager V9.0 Circle 

D. LinkedIn IBM Security Access Manager V9.0 Group 

E. Fixes by version for IBM Security Access Manager V9.0 

Correct Answer: AE 

 

QUESTION 3

A customer has setup IBM Security Access Manager V9.0 hardware appliances (AP, A1, A2) in a cluster. The
appliances (A1, A2) that host reverse proxies are labeled as "restricted" in the cluster. AP is the Primary of the cluster. 

There is one reverse proxy in appliance A1 and two in appliance A2. These reverse proxies are being tuned for
performance. The appliance A1 and A2 max socket range has been set to 64510. What is true in this situation? 

A. The appliance AP cannot be used for running reverse proxies to balance load 

B. The reverse proxy in appliance A1 can have a maximum thread count of 30,000 

C. Both reverse proxies in appliance A2 can have a maximum thread count of 30,000 

D. Appliance A2 with two reverse proxies will perform better than Appliance A1 with one reverse proxy 
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Correct Answer: C 

 

QUESTION 4

There is an SSL connectivity issue between the IBM Security Access Manager V9.0 Reverse Proxy and the backend
business application. 

Which Two troubleshooting commands under Tools in the application SSH interface can be used to validate the
Reverse Proxy can successfully connect to the backend host: secure-port? (Choose two.) 

A. Ping 

B. Session 

C. Connect 

D. Traceout 

E. Connections 

Correct Answer: BC 

Reference: https://www.ibm.com/support/knowledgecenter/SSPREK_9.0.2/com.ibm.isam.doc/admin/concept/
con_appliance_cli.html 

 

QUESTION 5

During installation WebSEAL provides a default certificate key database that is used to authenticate both clients and
junctioned servers. 

Which stanza entry of the WebSEAL configuration file points to the default certificate key database (i.e. kdb file)? 

A. ssl-keyfile 

B. jct-cert-keyfile 

C. webseal-cert-keyfile 

D. webseal-cert-keyfile-label 

Correct Answer: C 
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