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QUESTION 1

The deployment professional wants to back up the embedded LDAP personal certificate, including the private key. They
navigate to Manage System Settings -> SSL Certificates -> and select the "extract" option. 

Which file format is the resulting certificate backup? 

A. .p12 

B. .kdb 

C. .jks 

D. .cer 

Correct Answer: A 

 

QUESTION 2

An attacker has compromised the private key associated with a certificate. 

Which two methods can be used to ensure that certificates have not been revoked by the Certification authority that
issued it? (Choose two.) 

A. Public Key Information 

B. Online Status Certificate Protocol 

C. Online Certificate Status Protocol 

D. Certificate Rejection List located in LDAP 

E. Certificate Revocation List located in LDAP 

Correct Answer: AE 

 

QUESTION 3

A customer has deployed an IBM Security Access Manager V9.0 solution to protect web applications. After the initial
authentication between the client and WebSEAL, WebSEAL can build a new Basic Authentication header and use the
–b option to provide the authenticated Security Access Manager user name (client\\'s original identity) together with a
predefined static password across the junction to the backend server. 

Which configuration option will accomplish this? 

A. - gso 

B. –b filter 

C. –b ignore 
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D. -supply 

Correct Answer: D 

Reference: https://publib.boulder.ibm.com/tividd/td/ITAME/SC32-1359-00/en_US/HTML/ am51_webseal_guide96.htm 

 

QUESTION 4

Given the following description of the IBM Security Access Manager V9.0 Web Proxy environment and command: 

LMI Interface IP 192.168.42.111 Admin id: admin Admin Password: secret Web Reverse Proxy Instance Name:
webseal_instA Web Reverse Proxy Instance Name: webseal_instB Web Reverse Proxy Instance Name: webseal_instC 

curl –s –k –u admin:secret –H "Accept: application/json" –X put https://192.168.42.111/wga-
reverseproxy/webseal_instA/tracing/pdweb.snoop -d {\"level\":\9 \",\"id\":\"pdweb.snoop\",\"rollover_size\":\"2000000\"} 

What will running this command do? 

A. It will turn off the pdweb.snoop tracing for webseal_instA. 

B. It will turn on the pdweb.snoop tracing for webseal_instA. 

C. It will turn off the pdweb.snoop tracing on ALL Web Proxy instances. 

D. It will turn on the pdweb.snoop tracing on ALL Web Proxy instances. 

Correct Answer: B 

 

 

QUESTION 5

A customer has expressed the requirement that users accessing online-banking application must first authenticate using
a userid/password and successfully enter a one-time PIN which is texted to a cell phone. 

Which two IBM Security Access Manager (ISAM) V9.0 modules are required to fully implement the solution? (Choose
two.) 

A. ISAM PAM Module 

B. ISAM Cloud Module 

C. ISAM Federation Module 

D. ISAM Advanced Control Module 

E. ISAM Access Manager Platform 

Correct Answer: CE 
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