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QUESTION 1

The web security department of an organization has found that their site is vulnerable to Denial of Service, Brute Force,
Buffer Overflow and decided to use the Web Application Firewall (WAF) feature available in IBM Security Access
Manager V9.0.

Even after enabling WAF, the site is still vulnerable to the above attacks. The deployment professional is pretty sure that
the signature for these attacks have been released and has decided to check for X-Force updates.

How should the deployment professional check and update this?

A. Using CLI, firmware -> ips_updt_install

B. Using CLI, updates -> xforce_updt_install

C. Using LMI, Manage System Settings -> Updates and Licensing -> Available Updates

D. Using LMI, Manage System Settings -> Updates and Licensing -> Intrusion Prevention updates

Correct Answer: C

QUESTION 2

The SSL connection from browser to the IBM Security Access Manager V9.0 Reverse Proxy is broken and the
deployment professional suspects an expired certificate.

In which location will the "Certificate expired" warning message that contains additional information to isolate the issue
be seen?

A. LMI Home Dashboard
B. Systems message log
C. pdweb.debug trace file
D. Reverse proxy request log

Correct Answer: B

QUESTION 3

A company is planning to deploy an IBM Security Access Manager (ISAM) V9.0 cluster to provide high availability
services to its customer. ISAM cluster members are separated by a firewall.

Which port(s) should be open in the firewall to assure normal cluster service functionality?
A.21
B. 22
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D. 2020 to 2050
Correct Answer: B

Reference: http://www.redbooks.ibm.com/redpapers/pdfs/redp5256.pdf (35)

QUESTION 4

A system is configured with two IBM Security Access Manager (ISAM) V9.0 reverse proxy servers behind a load
balancer, and it is planned to use forms-based user authentication. It is a requirement that if a reverse proxy were to fail,
users that were already logged in would not be required to log in again.

Which two configurations can the deployment professional use to achieve this? (Choose two.)

A. Configure the system to use LTPA cookies

B. Configure the system to use session cookies

C. Configure the system to use failover cookies

D. Configure the system to use the global signon (GSO) cache

E. Configure the system to use the Distributed Session Cache (DSC)

Correct Answer: BE

QUESTION 5

A customer has IBM Security Access Manager (ISAM) V9.0 Appliance A which will be used for the Point of Contact
Server and the Context-based External Authorization Service. Appliance B will be used for the SAML 2.0 Service
Provider.

What are the license requirements for Appliance A and B respectively?

A. Federation | Federation

B. ISAM for Mobile | Federation

C. ISAM Access Manager Platform | ISAM Access Manager Platform, Federation

D. ISAM Access Manager Platform, Advanced Access Control | ISAM Access Manager Platform, Federation

Correct Answer: C
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