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QUESTION 1

When upgrading IBM Security QRadar SIEM V7.2.8, the upgrade file needs to be made accessible to the
operating system.

Which command will accomplish this task?

A. mount -0 loop -t is09660 .iso /media/updates/

B. mount -o loop -t squashfs.sfs /media/updates/

C. umount -o loop -t is09660 .iso /media/updates/

D. umount -o loop -t squashfs.sfs /media/updates/

Correct Answer: B

QUESTION 2

What is the difference between Flows and Event data collected by IBM Security QRadar SIEM V7.2.8?

A. Events are streamed each minute to the Event Processor. Flows are streamed immediately to the Flow Processor.
B. Flow data is collected from different log sources. Event data is collected from internal or external network sources.

C. An Event occurs at a specific time and is logged at that time. A Flow is a record of network activity that can last for
seconds, minutes, hours, or days.

D. An Event can span time lasting seconds, minutes, hours depending on the duration of a network session. A Flow
happens at a single point in time and then is complete.

Correct Answer: C

QUESTION 3

An IBM Security QRadar SIEM V7.2.8 Administrator wants to create a security profile within the system but
receives an error upon saving.

What is a possible reason for this error?

A. The Administrator has used non alpha numeric value(s) in the name which is not allowed.

B. The Administrator has used less than 3 characters or more than 30 characters as name of the security profile.

C. The Administrator has mixed non alpha numeric value(s) and alpha numeric value(s) in the name which is not
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allowed.

D. The Administrator must bring the IBM Security QRadar SIEM V7.2.8 system first in edit mode before changes are
allowed.

Correct Answer: B

In the Security Profile Name field, type a unique name for the security profile. The security profile name must meet the
following requirements: minimum of 3 characters and maximum of 30 characters.

QUESTION 4

The following error message is displayed when an Administrator attempts to log in to the IBM Security
QRadar SIEM V7.2.8 environment with a known valid Active Directory (AD)account:

"The username and password you supplied are not valid. Please try again.”

What procedure should be followed to find the problem?

A. Run the command "adconn -q " and see if the machine can connect to the AD Servers.

B. Run the command "setaddate -q " to synchronize the system time of the QRadar environment with the Active
Directory environment.

C. Run the command "ntpdate -q " and see if the offset between the QRadar machine and the Active Directory machine
is larger than 300 seconds.

D. Run the command "/opt/gradar/bin/support/Check_AD.sh " and see if the output of the script displays the source of
the authentication problems.

Correct Answer: B

QUESTION 5

What data is purged by the SIM reset process "Hard Clean" in IBM Security QRadar SIEM V7.2.8?
A. All current and historical SIM data.

B. All historical SIM data, current SIM data is retained.

C. All SIEM data, a complete reconfiguration is required.

D. All source and destination IP addresses are purged, all offenses in the database are closed.
Correct Answer: A

Hard clean Purges all current and historical SIM data, which includes offenses, source IP addresses, and destination IP
addresses.
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