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QUESTION 1

The audit team was only provided the physical and logical addresses of the network without any type of access
credentials. 

Which of the following methods should the audit team use to gain initial access during the security assessment?
(Choose two.) 

A. Tabletop exercise 

B. Social engineering 

C. Runtime debugging 

D. Reconnaissance 

E. Code review 

F. Remote access tool 

Correct Answer: BD 

 

 

QUESTION 2

A Chief Information Security Officer (CISO) of a large financial institution undergoing an IT transformation program
wants to embed security across the business rapidly and across as many layers of the business as possible to achieve
quick 

wins and reduce risk to the organization. Which of the following business areas should the CISO target FIRST to best
meet the objective? 

A. Programmers and developers should be targeted to ensure secure coding practices, including automated code
reviews with remediation processes, are implemented immediately. 

B. Human resources should be targeted to ensure all new employees undertake security awareness and compliance
training to reduce the impact of phishing and ransomware attacks. 

C. The project management office should be targeted to ensure security is managed and included at all levels of the
project management cycle for new and in-flight projects. 

D. Risk assurance teams should be targeted to help identify key business unit security risks that can be aggregated
across the organization to produce a risk posture dashboard for executive management. 

Correct Answer: D 

 

QUESTION 3

Which of the following is a feature of virtualization that can potentially create a single point of failure? 
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A. Server consolidation 

B. Load balancing hypervisors 

C. Faster server provisioning 

D. Running multiple OS instances 

Correct Answer: A 

 

QUESTION 4

Following a recent network intrusion, a company wants to determine the current security awareness of all of its
employees. Which of the following is the BEST way to test awareness? 

A. Conduct a series of security training events with comprehensive tests at the end 

B. Hire an external company to provide an independent audit of the network security posture 

C. Review the social media of all employees to see how much proprietary information is shared 

D. Send an email from a corporate account, requesting users to log onto a website with their enterprise account 

Correct Answer: D 

 

 

QUESTION 5

The Chief Financial Officer (CFO) of a major hospital system has received a ransom letter that demands a large sum of
cryptocurrency be transferred to an anonymous account. If the transfer does not take place within ten hours, the letter
states that patient information will be released on the dark web. A partial listing of recent patients is included in the
letter. This is the first indication that a breach took place. Which of the following steps should be done FIRST? 

A. Review audit logs to determine the extent of the breach 

B. Pay the hacker under the condition that all information is destroyed 

C. Engage a counter-hacking team to retrieve the data 

D. Notify the appropriate legal authorities and legal counsel 

Correct Answer: D 
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