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QUESTION 1

How are user permissions set in Falcon? 

A. Permissions are assigned to a User Group and then users are assigned to that group, thereby inheriting those
permissions 

B. Pre-defined permissions are assigned to sets called roles. Users can be assigned multiple roles based on job
function and they assume a cumulative set of permissions based on those assignments 

C. An administrator selects individual granular permissions from the Falcon Permissions List during user creation 

D. Permissions are token-based. Users request access to a defined set of permissions and an administrator adds their
token to the set of permissions 

Correct Answer: B 

 

QUESTION 2

What command should be run to verify if a Windows sensor is running? 

A. regedit myfile.reg 

B. sc query csagent 

C. netstat -f 

D. ps -ef | grep falcon 

Correct Answer: B 

 

QUESTION 3

Which role will allow someone to manage quarantine files? 

A. Falcon Security Lead 

B. Detections Exceptions Manager 

C. Falcon Analyst ?Read Only 

D. Endpoint Manager 

Correct Answer: B 

 

QUESTION 4

When the Notify End Users policy setting is turned on, which of the following is TRUE? 
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A. End users will not be notified as we would not want to notify a malicious actor of a detection. This setting does not
exist 

B. End users will be immediately notified via a pop-up that their machine is in-network isolation 

C. End-users receive a pop-up notification when a prevention action occurs 

D. End users will receive a pop-up allowing them to confirm or refuse a pending quarantine 

Correct Answer: C 

 

QUESTION 5

Which port and protocol does the sensor use to communicate with the CrowdStrike Cloud? 

A. TCP port 22 (SSH) 

B. TCP port 443 (HTTPS) 

C. TCP port 80 (HTTP) 

D. TCP UDP port 53 (DNS) 

Correct Answer: B 
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