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QUESTION 1

Prominent recommended standards to enable federation of identity in cloud environments include: 

A. FIDO 

B. Kerberos 

C. SSO 

D. SAML 

E. X 509 

Correct Answer: D 

 

QUESTION 2

How can web security as a service be deployed for a cloud consumer? 

A. By proxying or redirecting web traffic to the cloud provider 

B. By utilizing a partitioned network drive 

C. On the premise through a software or appliance installation 

D. Both A and C 

E. None of the above 

Correct Answer: A 

 

QUESTION 3

Which of the following statements are NOT requirements of governance and enterprise risk management in a cloud
environment? 

A. Inspect and account for risks inherited from other members of the cloud supply chain and take active measures to
mitigate and contain risks through operational resiliency. 

B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the corporate risk
posture and readiness to consumers and dependent parties. 

C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the transient nature
of the cloud environment. 

D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and organizational
transparency. 

E. Both B and C. 
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Correct Answer: C 

 

QUESTION 4

To what extent does the CSA Guidance document suffice for legal advice in setting up relationships with cloud service
providers? 

A. The CSA Guidance document provides adequate legal advice under certain circumstances. 

B. The CSA Guidance document provides an overview of selected issues and it is not a substitute for obtaining legal
advice. 

C. The CSA Guidance document provides copious amounts of relevant case law to enable legal inferences to be
developed. 

D. The CSA Guidance document does not discuss any legal issues at all. 

E. The CSA Guidance document provides sufficient guidance to substitute for legal advice. 

Correct Answer: D 

 

QUESTION 5

Dynamic Application Security Testing (DAST) might be limited or require pre-testing permission from the provider. 

A. False 

B. True 

Correct Answer: B 
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