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QUESTION 1

Which of the following is the dominant driver behind the regulations to which a system or application must adhere? 

A. Data source 

B. Locality 

C. Contract 

D. SLA 

Correct Answer: B 

The locality--or physical location and jurisdiction where the system or data resides--is the dominant driver of regulations.
This may be based on the type of data contained within the application or the way in which the data is used. The
contract and SLA both articulate requirements for regulatory compliance and the responsibilities for the cloud provider
and cloud customer, but neither artifact defines the actual requirements. Instead, the contract and SLA merely form the
official documentation between the cloud provider and cloud customer. The source of the data may place contractual
requirements or best practice guidelines on its usage, but ultimately jurisdiction has legal force and greater authority. 

 

QUESTION 2

Other than cost savings realized due to measured service, what is another facet of cloud computing that will typically
save substantial costs in time and money for an organization in the event of a disaster? 

A. Broad network access 

B. Interoperability 

C. Resource pooling 

D. Portability 

Correct Answer: A 

 

With a typical BCDR solution, an organization would need some number of staff to quickly travel to the location of the
BCDR site to configure systems and applications for recovery. With a cloud environment, everything is done over broad
network access, with no need (or even possibility) to travel to a remote site at any time. 

 

QUESTION 3

What are the U.S. State Department controls on technology exports known as? 

A. DRM 

B. ITAR 

C. EAR 
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D. EAL 

Correct Answer: C 

ITAR is a Department of State program. Evaluation assurance levels are part of the Common Criteria standard from
ISO. Digital rights management tools are used for protecting electronic processing of intellectual property. 

 

QUESTION 4

What does static application security testing (SAST) offer as a tool to the testers that makes it unique compared to other
common security testing methodologies? 

A. Live testing 

B. Source code access 

C. Production system scanning 

D. Injection attempts 

Correct Answer: B 

Static application security testing (SAST) is conducted against offline systems with previous knowledge of them,
including their source code. Live testing is not part of static testing but rather is associated with dynamic testing.
Production system scanning is not appropriate because static testing is done against offline systems. Injection attempts
are done with many different types of testing and are not unique to one particular type. It is therefore not the best
answer to the question. 

 

QUESTION 5

Which aspect of cloud computing makes data classification even more vital than in a traditional data center? 

A. Interoperability 

B. Virtualization 

C. Multitenancy 

D. Portability 

Correct Answer: C 

With multiple tenants within the same hosting environment, any failure to properly classify data may lead to potential
exposure to other customers and applications within the same environment. 
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