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QUESTION 1

Which of the following are the mandatory pieces of information to be included in the documentation of records of
processing activities for an organization that processes personal data on behalf of another organization?

A. Copies of the consent forms from each data subject.

B. Time limits for erasure of different categories of data.

C. Contact details of the processor and Data Protection Offer (DPO).
D. Descriptions of the processing activities and relevant data subjects.

Correct Answer: B

QUESTION 2

An organization based in California, USA is implementing a new online helpdesk solution for recording customer call
information. The organization considers the capture of personal data on the online helpdesk solution to be in the interest
of the company in best servicing customer calls.

Before implementation, a privacy technologist should conduct which of the following?

A. A Data Protection Impact Assessment (DPIA) and consultation with the appropriate regulator to ensure legal
compliance.

B. A privacy risk and impact assessment to evaluate potential risks from the proposed processing operations.

C. A Legitimate Interest Assessment (LIA) to ensure that the processing is proportionate and does not override the
privacy, rights and freedoms of the customers.

D. A security assessment of the help desk solution and provider to assess if the technology was developed with a
security by design approach.

Correct Answer: C

QUESTION 3
SCENARIO

Looking back at your first two years as the Director of Personal Information Protection and Compliance for the Berry
Country Regional Medical Center in Thorn Bay, Ontario, Canada, you see a parade of accomplishments, from
developing state-of-the-art simulation based training for employees on privacy protection to establishing an interactive
medical records system that is accessible by patients as well as by the medical personnel. Now, however, a question
you have put off looms large: how do we manage all the data-not only records produced recently, but those still on hand
from years ago? A data flow diagram generated last year shows multiple servers, databases, and work stations, many
of which hold files that have not yet been incorporated into the new records system. While most of this data is
encrypted, its persistence may pose security and compliance concerns. The situation is further complicated by several
long-term studies being conducted by the medical staff using patient information. Having recently reviewed the major
Canadian privacy regulations, you want to make certain that the medical center is observing them.
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You also recall a recent visit to the Records Storage Section, often termed "The Dungeon" in the basement of the old
hospital next to the modern facility, where you noticed a multitude of paper records. Some of these were in crates
marked by years, medical condition or alphabetically by patient name, while others were in undifferentiated bundles on
shelves and on the floor. The back shelves of the section housed data tapes and old hard drives that were often
unlabeled but

appeared to be years old. On your way out of the dungeon, you noticed just ahead of you a small man in a lab coat who
you did not recognize. He carried a batch of folders under his arm, apparently records he had removed from storage.

Which data lifecycle phase needs the most attention at this Ontario medical center?
A. Retention

B. Disclosure

C. Collection

D. Use

Correct Answer: A

QUESTION 4

How does k-anonymity help to protect privacy in micro data sets?

A. By ensuring that every record in a set is part of a group of "k" records having similar identifying information.
B. By switching values between records in order to preserve most statistics while still maintaining privacy.

C. By adding sufficient noise to the data in order to hide the impact of any one individual.

D. By top-coding all age data above a value of "k."

Correct Answer: A

Reference: https://www.researchgate.net/publication/284332229 k- Anonymity_A_Model_for_Protecting_Privacy

QUESTION 5

Which of the following can be used to bypass even the best physical and logical security mechanisms to gain access to
a system?

A. Phishing emails.

B. Denial of service.
C. Brute-force attacks.
D. Social engineering.
Correct Answer: D

social engineering can be used to bypass even the best physical and logical security mechanisms to gain access to a
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system. Social engineering involves manipulating individuals into revealing sensitive information or performing actions
that compromise security.
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