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QUESTION 1

DRAG DROP
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Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term
Risk ‘
l Protection Needs !
Assessment
Threat Assessment
Security Risk Treatment ]
Correct Answer:
Security Engineering Term
Risk .'
Security Risk Treatment

'Protection Needs
Assessment

Threat Assessment

QUESTION 2

DRAG DROP

Definition

Ameasure of the extent i which a0 shlity ks threatensd by & pobential
dircumstancs of verd, B advense impacts. that would ariss § the
circumstance of svenl ooours, and the lelhood of

The methad used 1o idenlily the confidentiality, iniegrity, and availabilty
requirements for orpanizational and sysiem assets and to characterize the

adverse Impac o comequences should the asset be lost, modilled, dograded, disnpied,
compromised, of becoms unavailable.

Thar maethod used 1o identify and chamcierize the dangers anticipaied throughout the
life cyche of he sysiem.

The rretiod used 10 identify leasibie security sk miigation opticns
and plans,

Definition

A meazure of the extent 1o which an entity ks thiealened by a potential
circumstancs of svend, i advense impacts: that would arise # the
circumstance of event ooours, and the laelihood of

The methad used 1o identify the confidertiality, inlegrty, and availabiity
requirements for orpanizational and sysiem assets and to chamcierize the

adverse Impac o comequences should the asset be lost, modiled, dograded, disnupied,
coimpromised, of become unavailable.

The mathod used 1o identify and charmciesize the dangers anticipated thioughout the
fife cycle of the system.

Thue metiod used 10 identify leasibie security sk miigation opticns
and plans,

Place the following information classification steps in sequential order.

Select and Place:
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Steps

Decclassify information when
appropriate

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
level
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Document the information
assets

Correct Answer:

Steps

QUESTION 3

HOTSPOT

Ordel
Step
Step
Step
Step
Step
Ordel

Document the information Step

assets

Assign a classification |Step

evel

Apply the appropriate security Step

markings

Conduct periodic classification Step |

reviews

Declassilf}' information when Step

sl 3Ly S

Which Web Services Security (WS-Security) specification handles the management of security tokens and the
underlying policies for granting access? Click on the correct specification in the image below.
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Hot Area:

Correct Answer:

QUESTION 4
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https://lwww.pass2lead.com/cissp-2018.html
2024 Latest pass2lead CISSP-2018 PDF and VCE dumps Download

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting
Protected Health Information (PHI) data via an application that was developed in-house. The college collecting this data

IS

fully aware of the regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining
BC\DR phases to the appropriate corresponding location.

Select and Place:

.__.;__'

i U

Ij’..

Risk Assessment

Business Impact Analysis

Mitigation Strategy Development

BC\DR Plan Development

Training, Testing & Auditing

Plan Maintenance

Correct Answer:

]
|
—

Risk Assessment

—-

Business Impact Analysis

-

Mitigation Strategy Development

Plan Maintenance

QUESTION 5

DRAG DROP

e

i -

BC'DR Plan Development

Order the below steps to create an effective vulnerability management process.

Select and Place:
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Step Ordel
Identify risks 1
Implement patch 2

[ danlnumant

Implement recurring 13 |
lcranninn erhadile |

|dentify assets 4
Implement change 19 |
imananamant

Correct Answer:

Step QOrdel

‘ Identify assets 1
Identify risks A
Implement change 13|
imananamant

‘ Implement patch <
[ daninument
Implement recurring 5]
ccannina echadula |
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