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QUESTION 1

DRAG DROP
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What is the correct order of steps in an information security assessment?

Place the information security assessment steps on the left next to the numbered boxes on the right in the correct

order.

Select and Place:

Actions

Define the perimeter.

Identify the vulnerability.

Assess the risk.

Determine the actions.

Correct Answer:

Actions

Steps

Step 1

Step 2

Step 3

Step 4

Steps

Identify the vulnerability.

Step 1

Define the perimeter.

Step 2

Assess the risk.

Step 3

Determine the actions.
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QUESTION 2

DRAG DROP

Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method
1 Overwritind
2 Degaussing
3 Destruction
4 Deleting
Correct Answer:
Seguenct Method
3 Overwriting
2 Degaussing
1 Destruction
4 Deleting
QUESTION 3
HOTSPOT

Identify the component that MOST likely lacks digital accountability related to information access. Click on the correct
device in the image below.

Hot Area:
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BACKUP MEDIA BACKUP SERVER DATABASE SERVER WEB SERVER

STORAGE AREA NETWORK
Correct Answer:

BACKUP MEDIA BACKUP SERVER DATABASE SERVER WEB SERVER

STORAGE AREA NETWORK

QUESTION 4

DRAG DROP

Match the types of e-authentication tokens to their description.

Drag each e-authentication token on the left to its corresponding description on the right.

Select and Place:

E-Authentication Tokan Desciiption

: A physical orelectronic token stoes a set of
MBITIUI'IZHd Sﬂﬂfﬂt seciels Lelweso Ue claiinanl anc this ciedsdlial
Token sarvice provider
Out-cf-B | Token A physical toten that is uniquely addressable and

can receive 3 verifier-selected secral of one-time use

A series of responses to a set of prompts or challengss
Look-up Secret Tokea established by the subscriber anc credential service ovider

nlur:ﬁg tha rogictration proceacse

Pra-ugistmd A secrat shamd batween the subscriber and credentizl service
Knowedge Token provider that s typically charactes strings

Correct Answer:
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E-Authentication Tokan
| Look-up Secrel Token
QOut-of-Band Token
Pre-registered
Knowledge Token
| Memeorized Secret
| Token
QUESTION 5
DRAG DROP

Desciiption
A physical orelectronic token stoes a set of

aociels belvwesn hie clainanil anc e ciedsdilial

sarvice provider

A physical toten that is uniquely addressable and
can receive 3 verifier-selected secral of one-time use

A series of responsas to a set of prompts or challenges
established by the subscriber anc credential service provider

during tha ragictration procsce

A sacrel shamd batween tha subscribar and credentizl service
providar that s typically characte: strings

In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events

below?

Select and Place:

Eveni

Disloval emplovees

User instigated

Targeted infiltration

Virus infiltrations

Correct Answer:

Eveni

| Disloval emplovees

User-instigated

1

|2 |
Targeted infiltration g
Virus infiltrations 4
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