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QUESTION 1

Datacenter access is controlled with proximity badges that record all entries and exits from the datacenter. 

The access records are used to identify which staff members accessed the data center in the event of equipment theft. 

Which of the following MUST be prevented in order for this policy to be effective? 

A. Password reuse 

B. Phishing 

C. Social engineering 

D. Tailgating 

Correct Answer: D 

 

QUESTION 2

The security configuration management policy states that all patches must undergo testing procedures before being
moved into production. The security analyst notices a single web application server has been downloading and applying
patches during non-business hours without testing. There are no apparent adverse reactions, server functionality does
not seem to be affected, and no malware was found after a scan. 

Which of the following actions should the analyst take? 

A. Reschedule the automated patching to occur during business hours. 

B. Monitor the web application service for abnormal bandwidth consumption. 

C. Create an incident ticket for anomalous activity. 

D. Monitor the web application for service interruptions caused from the patching. 

Correct Answer: C 

 

QUESTION 3

Which of the following command line utilities would an analyst use on an end-user PC to determine the ports it is
listening on? 

A. tracert 

B. ping 

C. nslookup 

D. netstat 

Correct Answer: D 
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QUESTION 4

A computer has been infected with a virus and is sending out a beacon to command and control server through an
unknown service. Which of the following should a security technician implement to drop the traffic going to the command
and control server and still be able to identify the infected host through firewall logs? 

A. Sinkhole 

B. Block ports and services 

C. Patches 

D. Endpoint security 

Correct Answer: A 

Reference: https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Configure-DNS-Sinkhole/ta-p/58891 

 

QUESTION 5

A system administrator is doing network reconnaissance of a company\\'s external network to determine the
vulnerability of various services that are running. Sending some sample traffic to the external host, the administrator
obtains the following packet capture: 

Based on the output, which of the following services should be further tested for vulnerabilities? 

A. SSH 

B. HTTP 

C. SMB 

D. HTTPS 

Correct Answer: C 
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