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QUESTION 1

A red team actor observes it is common practice to allow cell phones to charge on company computers, but access to
the memory storage is blocked. Which of the following are common attack techniques that take advantage of this
practice? (Choose two.) 

A. A USB attack that tricks the computer into thinking the connected device is a keyboard, and then sends characters
one at a time as a keyboard to launch the attack (a prerecorded series of keystrokes) 

B. A USB attack that turns the connected device into a rogue access point that spoofs the configured wireless SSIDs 

C. A Bluetooth attack that modifies the device registry (Windows PCs only) to allow the flash drive to mount, and then
launches a Java applet attack 

D. A Bluetooth peering attack called "Snarfing" that allows Bluetooth connections on blocked device types if physically
connected to a USB port 

E. A USB attack that tricks the system into thinking it is a network adapter, then runs a user password hash gathering
utility for offline password cracking 

Correct Answer: CD 

 

QUESTION 2

A cybersecurity analyst develops a regular expression to find data within traffic that will alarm on a hit. 

The SIEM alarms on seeing this data in cleartext between the web server and the database server. 

Which of the following types of data would the analyst MOST likely to be concerned with, and to which type of data
classification does it belong? 

A. Credit card numbers that are PCI 

B. Social security numbers that are PHI 

C. Credit card numbers that are PII 

D. Social security numbers that are PII 

Correct Answer: A 

 

QUESTION 3

Company A suspects an employee has been exfiltrating PII via a USB thumb drive. An analyst is tasked with attempting
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to locate the information on the drive. The PII in question includes the following: 

Which of the following would BEST accomplish the task assigned to the analyst? 

A. 3 [0-9]\d-2[0-9]\d-4[0-9]\d 

B. \d(3)-d(2)-\d(4) 

C. ?[3]-?[2]-?[3] 

D. \d[9] `XXX-XX-XX\\' 

Correct Answer: B 

 

QUESTION 4

A Chief Information Security Officer (CISO) wants to standardize the company\\'s security program so it can be
objectively assessed as part of an upcoming audit requested by management. 

Which of the following would holistically assist in this effort? 

A. ITIL 

B. NIST 

C. Scrum 

D. AUP 

E. Nessus 

Correct Answer: B 

 

QUESTION 5

A company that is hiring a penetration tester wants to exclude social engineering from the list of authorized activities.
Which of the following documents should include these details? 

A. Acceptable use policy 

B. Service level agreement 
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C. Rules of engagement 

D. Memorandum of understanding 

E. Master service agreement 

Correct Answer: C 
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