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QUESTION 1

Creating an isolated environment in order to test and observe the behavior of unknown software is also known as: 

A. sniffing 

B. hardening 

C. hashing 

D. sandboxing 

Correct Answer: D 

 

QUESTION 2

Weeks before a proposed merger is scheduled for completion, a security analyst has noticed unusual traffic patterns on
a file server that contains financial information. Routine scans are not detecting the signature of any known exploits or
malware. The following entry is seen in the ftp server logs: 

tftp –I 10.1.1.1 GET fourthquarterreport.xls 

Which of the following is the BEST course of action? 

A. Continue to monitor the situation using tools to scan for known exploits. 

B. Implement an ACL on the perimeter firewall to prevent data exfiltration. 

C. Follow the incident response procedure associate with the loss of business critical data. 

D. Determine if any credit card information is contained on the server containing the financials. 

Correct Answer: C 

 

 

QUESTION 3

A security administrator determines several months after the first instance that a local privileged user has been routinely
logging into a server interactively as "root" and browsing the Internet. The administrator determines this by performing
an annual review of the security logs on that server. For which of the following security architecture areas should the
administrator recommend review and modification? (Select TWO). 

A. Log aggregation and analysis 

B. Software assurance 

C. Encryption 

D. Acceptable use policies 
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E. Password complexity 

F. Network isolation and separation 

Correct Answer: AD 

 

QUESTION 4

In comparison to non-industrial IT vendors, ICS equipment vendors generally: 

A. rely less on proprietary code in their hardware products. 

B. have more mature software development models. 

C. release software updates less frequently. 

D. provide more expensive vulnerability reporting. 

Correct Answer: A 

 

QUESTION 5

A user received an invalid password response when trying to change the password. Which of the following policies
could explain why the password is invalid? 

A. Access control policy 

B. Account management policy 

C. Password policy 

D. Data ownership policy 

Correct Answer: C 
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