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QUESTION 1

A small business owner needs to establish a secure logon to the company database server to troubleshoot an issue
while on vacation. Which of the following will allow secure access to manage the server from a remote location? 

A. SFTP 

B. Telnet 

C. SSH 

D. RSH 

Correct Answer: D 

 

QUESTION 2

After deploying new VMs, the systems administrator notices it is not possible to connect to them using network
credentials; however, local accounts work. After logging in, the administrator notices the NTP servers are not set. Which
of the following is MOST likely causing this issue? 

A. Directory services requires the use of NTP servers. 

B. The VMs are insufficiently licensed. 

C. There is a directory services outage. 

D. There is a time synchronization issue. 

Correct Answer: D 

 

QUESTION 3

Which of the following network optimization techniques would be MOST appropriate far more efficient delivery of
frequently accessed websites? 

A. Implementing load balancing 

B. Installing a caching server 

C. Placing devices on the same subnet 

D. Implementing compression on the web server 

Correct Answer: B 

 

QUESTION 4

A large law firm is migrating all of its systems to the cloud to meet growing business needs. The firm wants to reduce IT
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staff while maintaining day-to-day operations, such as user provisioning, folder management, and permissions. Which of
the following MUST the cloud provider and cloud customer implement to ensure user non-repudiation? 

A. Server certificate 

B. Client-to-site VPN 

C. Two-factor authentication 

D. Single sign-on 

Correct Answer: B 

 

QUESTION 5

The access control department creates a process to grant elevated administrator privileges for only a certain amount of
time for a specific administrator task in an IaaS-hosted VM resource. Which of the following access control method is
used? 

A. SSO 

B. Policy-based 

C. Two-factor authentication 

D. RBAC 

Correct Answer: B 
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