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QUESTION 1

A cloud administrator would like to maintain file integrity checks through hashing on a cloud object store. Which of the
following is MOST suitable from a performance perspective? 

A. SHA-256 

B. SHA-512 

C. MD5 

D. AES 

Correct Answer: C 

The most suitable hashing algorithm from a performance perspective to maintain file integrity checks on a cloud object
store is MD5 (Message Digest 5). MD5 is a hashing algorithm that generates a 128-bit hash value for any given input
data. MD5 is faster and more efficient than other hashing algorithms, such as SHA-256 or SHA-512, which generate
longer hash values and require more computational resources. MD5 can be used to verify the integrity of files by
comparing their hash values before and after transmission or storage. Reference: CompTIA Cloud+ Certification Exam
Objectives, Domain 2.0 Security, Objective 2.5 Given a scenario, apply data security techniques in the cloud. 

 

QUESTION 2

A systems administrator needs to implement a security control that will prevent unknown malware from infecting a
system in case the antivirus solution fails. Which of the following should the administrator implement? 

A. A software whitelist 

B. File integrity monitoring 

C. A host-based IDS 

D. Hardened baselines 

Correct Answer: D 

 

 

QUESTION 3

Fault tolerant design allows a host to overcome a single HBA failure through: 

A. clustering 

B. UTA pairing 

C. multipathing 

D. NIC teaming 
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Correct Answer: A 

http://www.ques10.com/p/2619/write-short-note-on-failure-analysis/ 

 

QUESTION 4

Which of the following contributes to increased read access performance on a fibre channel SAN? 

A. Zoning 

B. Clustered storage 

C. Caching 

D. QoS 

Correct Answer: C 

 

QUESTION 5

A cloud administrator is reviewing the annual contracts for all hosted solutions. Upon review of the contract for the
hosted mail solution, the administrator notes the monthly subscription rate has increased every year. The provider has
been in place for ten years, and there is a large amount of data being hosted. Which of the following is a barrier to
switching providers? 

A. Service-level agreement 

B. Vendor lock-in 

C. Memorandum of understanding 

D. Encrypted data 

Correct Answer: B 

Vendor lock-in is a barrier to switching providers for a hosted mail solution that has increased its monthly subscription
rate every year. Vendor lock-in is a situation where a customer becomes dependent on a vendor or provider for a
product or service and faces difficulties or costs in switching to another vendor or provider. Vendor lock-in can occur due
to various factors, such as proprietary technology, contractual obligations, data migration challenges, compatibility
issues, etc. In this case, the customer may face vendor lock-in due to the large amount of data being hosted by the mail
provider and the potential challenges or costs of transferring or migrating the data to another provider. 
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