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QUESTION 1

A controller-based WLAN infrastructure has its controller on a different subnet than its APs. What device 

must be used to enable any communication between the Controller and the APs? 

A. NTP server 

B. Router 

C. PoE Layer 2 switch 

D. Wireless bridge 

Correct Answer: B 

Reference: https://www.speaknetworks.com/cisco-wireless-controller-configuration/ 

 

QUESTION 2

After designing a WLAN infrastructure using predictive design software. What\\'s the best way to validate the predictive
design in the physical space before deployment, if time and budget allow for it? 

A. Deploy all of the APs as they\\'re shown in the predictive design and perform an active site survey. 

B. Deploy all of the APs as they\\'re shown in the predictive design and perform a passive site survey. 

C. Use a client device positioned where the APs will be installed and measure the signal from the client device. 

D. Perform an AP-on-a-Stick survey using AP locations based upon the predictive design to confirm each AP\\'s
placement. 

Correct Answer: D 

Reference: https://vectorusa.com/steps-to-designing-and-deploying-wireless-lan/ 

 

QUESTION 3

What document should be created that provides instructions for install technicians to mount and configure APs? 

A. Hold Harmless 

B. Statement of Work 

C. Bill of Materials 

D. Physical installation guide 

Correct Answer: D 
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QUESTION 4

Your customer is using PSK as their only authentication. They have an industry requirement to move to a stronger
solution. Your recommendation is to move to a certificate-based type of authentication where both the client and server
require certificates. Which EAP type would be the best fit? 

A. EAP-FAST 

B. EAP-TTLS 

C. EAP-TLS 

D. PEAP 

Correct Answer: C 

Reference: https://www.intel.com/content/www/us/en/support/articles/000006999/network-and-i-
o/wirelessnetworking.html 

 

QUESTION 5

Using a SCA means that all APs will be using the same channel in a given layer. How is the AP with which the client
associates determined? 

A. All APs share a virtual IP address. A controller will tell the closest AP to the client to communicate with it, since it has
a greater RSSI from the client. 

B. All APs share a virtual Multicast Address. A controller will tell the closest AP to the client to communicate with it, since
it has a greater RSSI from the client. 

C. All APs share a virtual BSSID. A controller will tell the closest AP to the client to communicate with it, since it has a
greater RSSI from the client. 

D. The client selects the AP based on a known set of MAC to BSSID mappings stored in the clients authorized SSID
listing. 

Correct Answer: D 
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