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QUESTION 1

ABC Company has a 2.4 and 5 GHz WLAN deployment. DFS functionality is enabled as required by the regulatory
domain andAPs use DFS channels as long as radar is not detected. Band steering is also enabled to encourage dual-
band clients to use frequency bands with more capacity.

Your performance analysis shows that many dual-band VoWiFi client devices will move back and forth between 2.4 and
5 GHz as the users roam throughout the building. All APs have 2.4 and 5 GHz radios enabled with transmit power
adjusted to accommodate relatively similar cell sizes.

This "band hopping" behavior is viewed by network staff to be undesirable. What is the most likely cause of the
unpredictable client band selection behavior?

A. Interference from 5 GHz radar sources has increased frame corruption and retries on channels 36-48.

B. 5 GHz frequencies offer better RF penetration than 2.4 GHz, but2.4 GHz offers more voice call capacity and lower
latency than 5 GHz.

C. The voice client does not support DFS, and therefore experiences some 5 GHz coverage holesas it moves through
the network.

D. The client\\'s band selection algorithm prefers 5 GHz, butband steering behavior usually steers 75-85% of client
devices to 2.4 GHz.

Correct Answer: C

QUESTION 2

Which features are incorporated in the802.11-2012 specification and are recommend for robust WLAN client security?
(Choose 2)

A. SSID hiding

B. CAPWAP with DTLS

C. 802.1X/EAP

D. CCMP cipher suite

E. IPSec VPN

F. MAC address white lists

Correct Answer: CD

QUESTION 3

As a station moves away from the access point to which it is associated, it changes its data rate from 600 Mbps to 540
Mbps and then to 450 Mbps.

What IEEE 802.11 term or phase is used to describe this functionality?
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A. Dynamic Rate Switching

B. Multirate Control

C. Modulation and Coding Selection
D. Rate Set Selectivity

Correct Answer: A

QUESTION 4

What features are most often configurable within 802.11 WLAN client utilities? (Choose 2)
A. Frame generator utility

B. Power management

C. Co-channel interference threshold

D. AESkey and block size

Correct Answer: BD

QUESTION 5
What answers correctly complete the following sentence?

and carrier sensefunctions are used to determine if the wireless medium is busy.

(Choose 2)

A. Backoff

B. Pseudo-random
C. Virtual

D. Active

E. Physical

F. Interframe

G. Vector

Correct Answer: CE
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