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QUESTION 1

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake: 

1. 

Encrypted GTK sent 

2. 

Confirmation of temporal key installation 

3. 

Anonce sent from authenticator to supplicant 

4. 

Snonce sent from supplicant to authenticator, MIC included 

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake. 

A. 2, 3, 4, 1 

B. 1, 2, 3, 4 

C. 4, 3, 1, 2 

D. 3, 4, 1, 2 

Correct Answer: D 

 

QUESTION 2

Given: Mary has just finished troubleshooting an 802.11g network performance problem using a laptop-based WLAN
protocol analyzer. The wireless network implements 802.1X/PEAP and the client devices are authenticating properly.
When Mary disables the WLAN protocol analyzer, configures her laptop for PEAP authentication, and then tries to
connect to the wireless network, she is unsuccessful. Before using the WLAN protocol analyzer, Mary\\'s laptop
connected to the network without any problems. 

What statement indicates why Mary cannot access the network from her laptop computer? 

A. The nearby WIPS sensor categorized Mary\\'s protocol analyzer adapter as a threat and is performing a
deauthentication flood against her computer. 

B. The PEAP client\\'s certificate was voided when the protocol analysis software assumed control of the wireless
adapter. 

C. The protocol analyzer\\'s network interface card (NIC) drivers are still loaded and do not support the version of PEAP
being used. 

D. Mary\\'s supplicant software is using PEAPv0/EAP-MSCHAPv2, and the access point is using PEAPv1/ EAP-GTC. 
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Correct Answer: C 

 

QUESTION 3

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use? 

A. AKM Suite List 

B. Group Cipher Suite 

C. RSN Capabilities 

D. Pairwise Cipher Suite List 

Correct Answer: A 

 

QUESTION 4

Given: AAA is an architectural framework used to provide three separate security components in a network. Listed
below are three phrases that each describe one aspect of the AAA framework. Option-1 -This AAA function is performed
first and validates user identify prior to determining the network resources to which they will be granted access. Option-2
-- This function is used for monitoring and auditing purposes and includes the collection of data that identifies what a
user has done while connected. Option-3 -- This function is used to designate permissions to a particular user. 

What answer correctly pairs the AAA component with the descriptions provided above? 

A. Option-1 Access Control Option-2 Authorization Option-3 Accounting 

B. Option-1 Authentication Option-2 Accounting Option-3 Association 

C. Option-1 Authorization Option-2 Access Control Option-3 Association 

D. Option-1 Authentication Option-2 Accounting Option-3 Authorization 

Correct Answer: D 

 

QUESTION 5

ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS
solution with sensors that use dipole antennas to perform this task. Use your knowledge of location tracking techniques
to answer the question. 

In what ways can this 802.11-based WIPS platform determine the location of rogue laptops or APs? (Choose 3) 

A. Time Difference of Arrival (TDoA) 

B. Angle of Arrival (AoA) 

C. Trilateration of RSSI measurements 

D. GPS Positioning 
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E. RF Fingerprinting 

Correct Answer: ACE 
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