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QUESTION 1

What drawbacks initially prevented the widespread acceptance and use of Opportunistic Key Caching (OKC)? 

A. Sharing cached keys between controllers during inter-controller roaming created vulnerabilities that exposed the keys
to attackers. 

B. Because OKC is not defined by any standards or certification body, client support was delayed and sporadic early
on. 

C. Key exchanges during fast roams required processor-intensive cryptography, which was prohibitive for legacy
devices supporting only TKIP. 

D. The Wi-Fi Alliance continually delayed the creation of a client certification for OKC, even though it was defined by
IEEE 802.11r. 

Correct Answer: B 

 

QUESTION 2

What is one advantage of using EAP-TTLS instead of EAP-TLS as an authentication mechanism in an 

802.11 WLAN? 

A. EAP-TTLS sends encrypted supplicant credentials to the authentication server, but EAP-TLS uses unencrypted user
credentials. 

B. EAP-TTLS supports client certificates, but EAP-TLS does not. 

C. EAP-TTLS does not require an authentication server, but EAP-TLS does. 

D. EAP-TTLS does not require the use of a certificate for each STA as authentication credentials, but EAP-TLS does. 

Correct Answer: D 

 

QUESTION 3

In what deployment scenarios would it be desirable to enable peer-to-peer traffic blocking? 

A. In home networks in which file and printer sharing is enabled 

B. At public hot-spots in which many clients use diverse applications 

C. In corporate Voice over Wi-Fi networks with push-to-talk multicast capabilities 

D. In university environments using multicast video training sourced from professor\\'s laptops 

Correct Answer: B 
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QUESTION 4

Given: Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and
manages seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21.
One example client is a MacBook Pro with 8 GB RAM. 

What device functions as the 802.1X/EAP Authenticator? 

A. SRV21 

B. WLAN Controller/AP 

C. MacBook Pro 

D. RADIUS server 

Correct Answer: B 

 

QUESTION 5

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. 32-bit ICV (CRC-32) 

B. Sequence counters 

C. RC5 stream cipher 

D. Michael 

E. Block cipher support 

Correct Answer: D 
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