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QUESTION 1

What software and hardware tools are used in the process performed to hijack a wireless station from the authorized
wireless network onto an unauthorized wireless network?

A. A low-gain patch antenna and terminal emulation software
B. MAC spoofing software and MAC DoS software

C. RF jamming device and a wireless radio card

D. A wireless workgroup bridge and a protocol analyzer

Correct Answer: C

QUESTION 2

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use?
A. Group Cipher Suite

B. Pairwise Cipher Suite List

C. AKM Suite List

D. RSN Capabilities

Correct Answer: C

QUESTION 3

ABC Hospital wishes to create a strong security policy as a first step in securing their 802.11 WLAN. Before creating the
WLAN security policy, what should you ensure you possess?

A. Management support for the process.

B. Security policy generation software.

C. End-user training manuals for the policies to be created.
D. Awareness of the exact vendor devices being installed.

Correct Answer: A

QUESTION 4
ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.

According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
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decryption?

A. 4-Way Handshake

B. PLCP Cyclic Redundancy Check (CRC)
C. Multi-factor authentication

D. Encrypted Passphrase Protocol (EPP)
E. Integrity Check Value (ICV)

Correct Answer: A

QUESTION 5

A WLAN consultant has just finished installing a WLAN controller with 15 controller-based APs. Two SSIDs with
separate VLANSs are configured for this network, and both VLANs are configured to use the same RADIUS server. The
SSIDs are configured as follows:

SSID Blue — VLAN 10 - Lightweight EAP (LEAP) authentication — CCMP cipher suite SSID Red — VLAN 20 —
PEAPVO/EAP-TLS authentication — TKIP cipher suite

The consultant\\'s computer can successfully authenticate and browse the Internet when using the Blue SSID. The
same computer cannot authenticate when using the Red SSID. What is a possible cause of the problem?

A. The consultant does not have a valid Kerberos ID on the Blue VLAN.

B. The client does not have a proper certificate installed for the tunneled authentication within the established TLS
tunnel.

C. The TKIP cipher suite is not a valid option for PEAPVO authentication.
D. The Red VLAN does not use server certificate, but the client requires one.

Correct Answer: B
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