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QUESTION 1

ABC Company has recently installed a WLAN controller and configured it to support WPA2-Enterprise security. The
administrator has configured a security profile on the WLAN controller for each group within the company (Marketing,
Sales, and Engineering). How are authenticated users assigned to groups so that they receive the correct security
profile within the WLAN controller? 

A. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication. 

B. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication. 

C. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication. 

D. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the
group attribute to the WLAN controller. 

Correct Answer: C 

 

QUESTION 2

ABC Company is implementing a secure 802.11 WLAN at their headquarters (HQ) building in New York and at each of
the 10 small, remote branch offices around the United States. 802.1X/EAP is ABC\\'s preferred security solution, where
possible. All access points (at the HQ building and all branch offices) connect to a single WLAN controller located at
HQ. Each branch office has only a single AP and minimal IT resources. What security best practices should be followed
in this deployment scenario? 

A. Remote management of the WLAN controller via Telnet, SSH, HTTP, and HTTPS should be prohibited across the
WAN link. 

B. RADIUS services should be provided at branch offices so that authentication server and suppliant credentials are not
sent over the Internet. 

C. An encrypted VPN should connect the WLAN controller and each remote controller-based AP, or each remote site
should provide an encrypted VPN tunnel to HQ. 

D. APs at HQ and at each branch office should not broadcast the same SSID; instead each branch should have a
unique ID for user accounting purposes. 

Correct Answer: C 

 

QUESTION 3

Which one of the following is not a role defined in the 802.1X authentication procedures used in 802.11 and 802.3
networks for port-based authentication? 

A. AAA Server 

B. Authentication Server 
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C. Supplicant 

D. Authenticator 

Correct Answer: A 

 

QUESTION 4

In an IEEE 802.11-compliant WLAN, when is the 802.1X Controlled Port placed into the unblocked state? 

A. After EAP authentication is successful 

B. After Open System authentication 

C. After the 4-Way Handshake 

D. After any Group Handshake 

Correct Answer: A 

 

QUESTION 5

Which of the following is a valid reason to avoid the use of EAP-MD5 in production WLANs? 

A. It does not support a RADIUS server. 

B. It is not a valid EAP type. 

C. It does not support mutual authentication. 

D. It does not support the outer identity. 

Correct Answer: C 
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