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QUESTION 1

Indian constitution does not expressly provide for the "right to privacy" to its citizens. However, there were various
judicial pronouncements of the apex court which finally established the "right to privacy" as a fundamental right
subsumed under Article 21 of the constitution of India. Article 21 inter alia provides and protects the
__________________. 

A. Right to Life and Personal liberty 

B. Right to Opportunity 

C. Right to Freedom of Speech and Expression 

D. Right to Equality before law 

Correct Answer: A 

 

QUESTION 2

Rising economic value of personal information has stressed the need for a comprehensive __________ legislation in
India. 

A. Right to Internet 

B. Privacy 

C. Right to Information 

D. Dispute resolution 

Correct Answer: A 

 

QUESTION 3

XYZ bank has recently decided to start offering online banking services. For doing so, the bank has outsourced its IT
operations and processes to various third parties. Acknowledging privacy concerns, bank has decided to implement a
privacy program. 

Assuming you have been tasked to deploy this framework for the bank, which of the following would most likely be your
first step? 

A. Create an inventory of business processes that deal with personal information and identify the associated data
element. 

B. Ensure that bank is equipped to test the relevance of each legal and compliance requirement in its environment. 

C. Assign privacy roles and responsibilities for process owners. 

D. Any of the above as order is irrelevant. 

Correct Answer: A 
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QUESTION 4

ABC company is a large US based IT Company that provides a range of services to its clients. The company had
developed a cloud based application providing end-to-end services for the medical industry. The application had three
modules for: -Patients -Hospitals and Doctors -Insurance and Pharmaceutical companies 

Each of the modules was designed to be integrated with others depending on user\\'s choice. For example, a patient
could choose to share his/her medical history with his/her doctor (for medical advice) as well as insurance companies
(for claims). 

The application requires that all registered users of the application read and acknowledge the privacy policy.
Additionally, users are required to identify the purpose for which they are providing any personal data in any of the
modules. For example, a patient providing his/her medical history and current symptoms can select `Medical Advice\\'
as the purpose for the data being provided. 

Few months ago, company launched new services in the applications namely, Business Analytics, Group Consultations,
Insurance Policy purchase, and Medical Trials Management. The new services used all existing data collected over the
years from users. The Company\\'s clients/users are based only in three geographical locations - United States,
European Union and India. Additionally, to facilitate better performance of its application, the company established one
datacenter each in US, Germany and India for its operations. Each of the datacenter provides the following: -US
Datacenter - Storage of data for US based users only -Germany Datacenter - Storage of data for EU based users only
-India Datacenter - Storage of data for India based users and alternate site for US and Germany Datacenters (used as
part of global load balancing) -Services of a cloud service provider are leveraged in US as a Disaster Recovery (DR)
site for Indian Datacenter Recently, the company\\'s Application Support Desk has started receiving user complaints
related to unsolicited communications. 

These complaints have warranted a review of company\\'s privacy policies as well as practices. 

The use of all user data for business analytics would be in direct conflict with which of the following privacy principles? 

A. Access and Correction 

B. Collection Limitation 

C. Data Quality 

D. Use Limitation 

Correct Answer: D 

 

QUESTION 5

Under which of the following conditions can a company in India may transfer sensitive personal information (SPI) to any
other company or a person in India, or located in any other country? 

A. Transfer of information is allowed to those who ensure the same level of data protection that is adhered to by the
company as provided for under the Indian laws 

B. The transfer of information is allowed only after taking approval of Chief Information Commissioner of India 

C. The transfer of information is allowed only after taking approval of ministry of electronics and information technology 

D. The transfer may be allowed only if it is necessary for the performance of the lawful contract or where the data
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subject has consented to data transfer 

Correct Answer: A 
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