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QUESTION 1

A US IT company has created a cloud based application for Canadian consumers only, with servers located in
Vancouver, Canada. The application allows its users to publish their short stories, essays or e-books. The purpose of
the application, i.e. literary work, is clearly stated in the terms and conditions which are mandatorily acknowledged by
each user. 

With respect to this application, the company must ensure compliance with: 

A. PIPEDA 

B. US Consumer Privacy Bill of Rights 

C. EU Data Protection Directive 

D. None of the above 

Correct Answer: D 

 

QUESTION 2

XYZ Inc of USA has setup a captive back office operations center in India. The captive is registered as a separate legal
entity by the name XYZ India Private Limited and provides services only to XYZ Inc by catering its technology support
needs. During the process of providing services, the Indian entity does not receive any customer information of the XYZ
Inc. However, information such as financial information and biometric information etc. of the employees of XYZ India is
shared with the XYZ Inc. 

What necessary steps need to be taken before actual sharing of the aforesaid information happens? 

1.

 Seek consent from the employees of XYZ India before sharing the information; 

2.

 A lawful contract between the XYZ Inc and XYZ India regarding the terms of sharing and data protection measures to
be taken, with the obligation on XYZ Inc of not sharing the received information further without permission from Indian
entity; 

3.

 The XYZ Inc should agree to provide better or at-par level of data protection as prescribed in the IT (Amendment) Act,
2008; 

4.

 The country in which the XYZ Inc is located should ensure better or same level of data protection as prescribed in the
IT (Amendment) Act, 2008 

A. 1 and 2 

B. 1, 2 and 3 
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C. 2 and 3 

D. 1 and 4 

Correct Answer: C 

 

QUESTION 3

Which of the following is outside the scope of an organization\\'s privacy incident management plan? 

A. Detection of leakage of personal information 

B. Defining data access rules for business users 

C. Communication of privacy incidents 

D. Remediation of incidents 

Correct Answer: C 

 

QUESTION 4

With reference to APEC privacy framework, when personal information is to be transferred to another person or
organization, whether domestically or internationally, "the ______________ should obtain the consent of the individual
and exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the
information consistently with APEC information privacy principles". 

A. Personal Information Owner 

B. Personal Information Controller 

C. Personal Information Processor 

D. Personal Information Auditor 

Correct Answer: B 

 

QUESTION 5

A newly appointed Data Protection officer is reviewing the organization\\'s existing privacy policy. Which of the following
would be the most critical factor for the review process? 

A. Awareness of the business units about the privacy policy 

B. Changes in the legal/regulatory regime 

C. Privacy policies of industry peers 

D. Foreseeable challenges in the effective implementation of the policy 

Correct Answer: D 
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