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QUESTION 1

War Driving is the act of moving around a specific area, mapping the population of wireless access points
for statistical purposes. These statistics are then used to raise awareness of the security problems
associated with these types of networks.

Which one of the following is a Linux based program that exploits the weak IV (Initialization Vector)
problem documented with static WEP?

A. Airsnort

B. Aircrack

C. WEPCrack

D. Airpwn

Correct Answer: A

QUESTION 2

A penetration test consists of three phases: pre-attack phase, attack phase, and post-attack phase.

Active reconnaissance which includes activities such as network mapping, web profiling, and perimeter mapping is a
part which phase(s)?

A. Post-attack phase

B. Pre-attack phase and attack phase
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C. Attack phase
D. Pre-attack phase

Correct Answer: D

QUESTION 3

Vulnerability assessment is an examination of the ability of a system or application, including current security
procedures and controls, to withstand assault. It recognizes, measures, and classifies security vulnerabilities in a
computer system, network, and communication channels. A vulnerability assessment is used to identify weaknesses
that could be exploited and predict the effectiveness of additional security measures in protecting information resources
from attack.

LEPERIR A S © i R g
\ﬁﬂoi ".:.-J_;_.ﬁcs -QHED\

; 0\. \

N\ \9 \

: W L ob
RS el
A\ \ W |
O \C N
¢ A\
O/ 0
L Y

Oy
: L\ L Y «
b\ o' O EGU ol
hﬂm.. 0".‘10_ ' 4O :ﬁ‘:a}_

Which of the following vulnerability assessment technique is used to test the web server infrastructure for any
misconfiguration and outdated content?

A. Passive Assessment
B. Host-based Assessment
C. External Assessment
D. Application Assessment

Correct Answer: D

QUESTION 4
Kyle is performing the final testing of an application he developed for the accounting department. His last

round of testing is to ensure that the program is as secure as possible. Kyle runs the following command.
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What is he testing at this point?
include

#include

int main(int argc, char *argvl[])

{

char buffer[10];

if (argc

{

fprintf(stderr, "USAGE: %s string\n", argv[0]);
return 1,

}

strepy(buffer, argv[1]);

return O;

}

A. Buffer overflow

B. Format string bug

C. Kernal injection

D. SQL injection

Correct Answer: A

QUESTION 5

Which of the following is the range for assigned ports managed by the Internet Assigned Numbers Authority (IANA)?
A. 3001-3100

B. 5000-5099

C. 6666-6674

D. 0 -1023

Correct Answer: D
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