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QUESTION 1

Which of the following security concerns is a threat to confidentiality? 

A. Replay attack 

B. Denial of service 

C. Service outage 

D. Dumpster diving 

Correct Answer: D 

A. Replay attack --> Integrity: It is not an attack on confidentiality because the attacker isn\\'t learning any new
information: the attackers have the same data than what they recorded in the first place. Although, it might lead to an
unauthorized access but that is a different issue. It is not an attack on availability because the target system will still be
functioning normally (again, unless the replay attack opens up the way for a different kind of exploit). It is, however, a
breach of the system integrity because it allowed an unauthorized transaction. Further, the attacker might not know what
the message is about if it\\'s encrypted! https://security.stackexchange.com/a/104548 

 

QUESTION 2

A user wants to create a link between two tables in a database. Which of the following is the user MOST likely to use? 

A. Primary key 

B. Index 

C. Foreign key 

D. Constraint 

Correct Answer: C 

 

QUESTION 3

A web developer wants to ensure that a new web application is not vulnerable to brute-force attacks. Which of the
following best practices is MOST useful to meet this goal? 

A. Input validation 

B. System updates 

C. Password lockout 

D. Login auditing 

Correct Answer: C 
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QUESTION 4

A faulty WAP was replaced recently. Users are now able to connect to the new WAP, but their connections are very
slow and are dropping. Which of the following is the BEST action for a technician to perform? 

A. Change the WAP password. 

B. Change the encryption type. 

C. Change the channel. 

D. Change the SSID. 

Correct Answer: C 

 

QUESTION 5

Which of the following is an IP address? 

A. 0x64F32 

B. 00:0F:AC:17:2F:32 

C. 10010110 

D. 172.0.0.1 

Correct Answer: D 
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