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QUESTION 1

Which of the following statements is true about ICMP packets? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. They guarantee the delivery of datagrams. 

B. They are used to report errors if a problem in IP processing occurs. 

C. The PING utility uses them to verify connectivity between two hosts. 

D. They are encapsulated within IP datagrams. 

E. They use UDP datagrams. 

Correct Answer: BCD 

 

QUESTION 2

At which of the following layers of the OSI reference model does a Proxy firewall, also known as Application Gateway
Firewall, filter information? 

Each correct answer represents a part of the solution. (Choose all that apply.) 

A. Transport layer 

B. Physical layer 

C. Application layer 

D. Presentation layer 

Correct Answer: AC 

 

QUESTION 3

Audit trail or audit log is a chronological sequence of audit records, each of which contains evidence directly pertaining
to and resulting from the execution of a business process or system function. 

Under which of the following controls does audit control come? 

A. Protective controls 

B. Reactive controls 

C. Detective controls 

D. Preventive controls 

Correct Answer: C 
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QUESTION 4

An organization has more than a couple of external business, and exchanges dynamic routing information with the
external business partners. The organization wants to terminate all routing from a partner at an edge router, preferably
receiving only summary routes from the partner. 

Which of the following will be used to change all partner addresses on traffic into a range of locally assigned
addresses? 

A. IPsec 

B. NAT 

C. ACL 

D. Firewall 

Correct Answer: B 

 

QUESTION 5

Sam works as a Security Manager for ABC Inc. The company has a Windows-based network. Sam wants to prevent
specific traffic from IDP processing in order to reduce false positives. 

Which of the following rulebases will he use to accomplish the task? 

A. Network Honeypot rulebase 

B. Backdoor rulebase 

C. SYN Protector rulebase 

D. Exempt rulebase 

Correct Answer: D 
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