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QUESTION 1

You send and receive messages on Internet. A man-in-the-middle attack can be performed to capture and read your
message. 

Which of the following Information assurance pillars ensures the security of your message or data against this type of
attack? 

A. Confidentiality 

B. Data availability 

C. Authentication 

D. Non-repudiation 

Correct Answer: B 

 

QUESTION 2

Which of the following protocols is used by voice over IP (VoIP) applications? 

A. IPv6 

B. TCP 

C. ICMP 

D. UDP 

Correct Answer: D 

 

QUESTION 3

Which of the following Intrusion Detection Systems (IDS) is used to monitor rogue access points and the use of wireless
attack tools? 

A. LogIDS 1.0 

B. WIDS 

C. Snort 2.1.0 

D. NFR security 

Correct Answer: B 

 

QUESTION 4
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Which of the following types of vulnerability scanners performs a black-box test? 

A. Port scanner 

B. Web application security scanner 

C. CGI scanner 

D. Network scanner 

Correct Answer: B 

 

QUESTION 5

Which of the following commands configures a router to encrypt all passwords entered after the command has been
executed, as well as all passwords already on the running configuration? 

A. no service password-encryption 

B. service password-encryption 

C. enable password-encryption 

D. no enable password-encryption 

Correct Answer: B 
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