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QUESTION 1

Which of the following methods is a behavior-based IDS detection method? 

A. Pattern matching detection 

B. Protocol detection 

C. Knowledge-based detection 

D. Statistical anomaly detection 

Correct Answer: D 

 

QUESTION 2

John works as a Security Manager for Gentech Inc. He uses an IDP engine to detect the type of interactive traffic
produced during an attack in which the attacker wants to install the mechanism on a host system that facilitates the
unauthorized access and breaks the system confidentiality. 

Which of the following rulebases will he use to accomplish the task? 

A. Traffic Anomalies rulebase 

B. SYN Protector rulebase 

C. Backdoor rulebase 

D. Exempt rulebase 

Correct Answer: C 

 

QUESTION 3

In which of the following CAATs (Computer Assisted Auditing Techniques) does an auditor perform tests on computer
files and databases? 

A. Parallel Simulation 

B. Custom Audit Software (CAS) 

C. Generalized Audit Software (GAS) 

D. Test Data 

Correct Answer: C 

 

QUESTION 4
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You work as a Network Administrator for NetTech Inc. You want to prevent your network from Ping flood attacks. 

Which of the following protocols will you block to accomplish this task? 

A. IP 

B. FTP 

C. PPP 

D. ICMP 

Correct Answer: D 

 

QUESTION 5

Which of the following parts of IP header is used to specify the correct place of the fragment in the original un-
fragmented datagram? 

A. Fragment offset 

B. TTL 

C. Source address 

D. Fragment ID 

Correct Answer: A 
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