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QUESTION 1

Customize Guest Registration

NAS Login
Options controlling logging into a NAS for self-registered guests.

Enabled: [ Enable guest iogln to a Network Access Server

hruba Ne'twurks v

* vendor Settings: : . :
Select a predefined group of settings suitable for standard netwark configurations.

Controller-initiated — Guest browser performs HT TP form submit >
Login Method:  select how the user’s network login will be handled.
Server-initiated logins require the user's MAC address to be available, usually from the captive p

securelogin.arubanetworkscom

1P Address:
Enter the IP address or hostname of the vendor’s product here.

FPrTeE e e

Secure Login: |
Select a security option to apply to the web login process.

] The controller will send the IP to submit credentials

Dynamic Address:  In multi-controller deployments, it is often required to post credentials to different addresses mac
The address above will be used whenever the parameter is not available or fails the requirement:

Default Destination
Options for controlling the destination clients will redirect to after login.

Default URL:  Enter the default URL to redirect clients.
Flease ensure you prepend "http://" for any external domain.

U] Force default destination for all clients
If selected, the client's default destination will be overridden regardiess of its value.

Override Destination;

miﬁsﬂﬂ i

Based on the self-registration customization, what is the expected outcome?

A. When the user connects to an Aruba NAD device, the user will be redirected to this self-registration page.

B. When the user completes the self-registration form, a NAS login request will be sent from the client to ClearPass
alternate domain at securelogin.arubanetworks.com.

C. When the user browses to securelogin.arubanetworks.com, the user will be redirected to the self-registration page.

D. User credentials will be sent to the NAD device when the user clicks the login button on the self-registration receipt
page.

E. When the user clicks the register button on the self-registration page, user credentials will be sent to the NAD.

Correct Answer: B
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QUESTION 2

Join AD Domain 0

ANV T FCLLiTU LS 1YL D2AWVD 1aniee 1 nALmviig

INFO - Creating domain directories for 'TRAINING'

Enter cppm-admin's password:

kinit succeeded but ads_sasl_spnego_krb5_bind failed: Unspecified GSS
failure. Minor code may provide more information : Clock skew too great
Failed to join domain: failed to connect to AD: Unspecified GSS

failure. Minor code may provide more information Clock skew too great
INFO - Restoring smb configuration

INFO - Restoring krbS configuration file

INFO - Deleting domain directories for TRAINING'

ERROR - cpe6.5-F-14 failed to join the domain
TRAINING.ARUBANETWORKS.COM with domain controller as dc-1.training
Jnln_ dnrnaln failed

et cioes B

Refer to the exhibit. Based on the information shown, why did the Joining AD fail?

o~

A. the GSS is wrong

B. the wrong FQDN of the AD was entered while joining

C. the wrong domain name was selected while joining the AD

D. there is a clock difference between ClearPass and AD servers
E. there is an IP communication issue

Correct Answer: D

QUESTION 3
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Configuration » Authentication » Sources » Add - remotelab AD
Authentication Sources - remotelab AD

Summary General = Primary
SDECl: Configure Fllter

1.At Attributes  Browse Fiiter

Filter Name: Authentication
Filter Query: (AsAMAccountName=¥{Authentication:UsernameflobjectClass=user) |
Name Alias Name _ Data type Enabled 2
1.dn UserDN String -
2. department Department String Role
3.'title Title String Attribute
;‘ : 4, company company String .

5./ memberOf memberOf mlfstengl 1 '*

Refer to the exhibit. A user has enabled “department\\' and “‘memberOf\\' as roles.

What is the direct effect of the user\\'s action?

A. The user\\'s authentication will be rejected if the user does not have an admin user group membership in AD.
B. The user\\'s memberOf attribute is sent back to the controller as a firewall role.

C. The user\\'s department and group membership will be seen in the Access tracker roles section.

D. The user\\'s authentication will be rejected if the user does not have a department attribute in AD.

E. The user\\'s department is sent back to the controller as a firewall role.

Correct Answer: A

QUESTION 4

What is Radius CoA used for?

A. to validate a host MAC against a white and a black list

B. to force the client to re-authenticate upon roaming to a new controller

C. to authenticate users or devices before granting them access to a network
D. to transmit messages to the NAD/NAS to modify a user\\'s session status

E. to apply firewall policies based on authentication credentials
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Correct Answer: D

QUESTION 5

What is the primary use of the ClearPass OnGuard Application?
A. Device Profiling

B. Guest Access

C. Secure Employee Access

D. Endpoint Posture

E. Onboarding BYOD Devices

Correct Answer: D

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf
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