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QUESTION 1

Which type of ClearPass service is used to process health checks from the OnGuard agent?
A. WebAuth

B. RADIUS

C. TACACS

D. HTTP

E. AppAuth

Correct Answer: A

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 2

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access.

Which ClearPass feature can be used to accomplish this?
A. Guest with sponsor approval

B. OnGuard

C. Guest with self-registration

D. Onboarding

E. RADIUS Authorization

Correct Answer: B

QUESTION 3

What is Radius CoA used for?

A. to validate a host MAC against a white and a black list

B. to force the client to re-authenticate upon roaming to a new controller

C. to authenticate users or devices before granting them access to a network
D. to transmit messages to the NAD/NAS to modify a user\\'s session status

E. to apply firewall policies based on authentication credentials
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Correct Answer: D

QUESTION 4

Where are guest user\\'s stored?
A. Active Directory

B. Local User Repository

C. Local user database

D. Guest User Repository

E. Onboard Repository

Correct Answer: D

QUESTION 5
Which most accurately describes the First Applicable rule evaluation algorithm in Enforcement Policies?

A. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops.

B. All rules are checked and if there is no match, no Enforcement profile is applied.

C. Each rule is checked and once a match is found, the Enforcement profile assigned to that rule is applied. along with
the default Enforcement profile.

D. All rules are checked for any matching rules and their respective Enforcement profiles are applied.

Correct Answer: D
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