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QUESTION 1

Refer to the exhibit. 

Based on the Enforcement Policy configuration shown, when a user with Role Remote Worker connects to the network
and the posture token assigned is quarantine, which Enforcement Profile will be applied? 

A. RestrictedACL 

B. Remote Employee ACL 

C. [Deny Access Profile] 

D. EMPLOYEE_VLAN 

E. HR VLAN 

Correct Answer: B 

The first rule will match, and the Remote Employee ACL will be used. 

 

QUESTION 2

Refer to the exhibit. 
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Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage is an email request sent to
the sponsor? 

A. after `Guest Role (7)\\' 

B. after `Login Message page (5)\\' 

C. after `Submit form (3)\\' 

D. after `Automated NAS login (6)\\' 

E. after `Redirects (1)\\' 

Correct Answer: C 

There\\'s the Self Service part of provisioning one\\'s information. Then the sponsor/operator part to confirm that guest is
valid. Then the enablement via the sponsor/operator clicking \\'confirm\\'. 
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References: https://community.arubanetworks.com/t5/Security/Guest-Captive-Portal-sponsor-approval-architecture/td-
p/267625 

 

QUESTION 3

A client\\'s authentication is failing and there are no entries in the ClearPass Access tracker. What is a possible reason
for the authentication failure? 

A. The user account has expired. 

B. The client used a wrong password. 

C. The shared secret between the NAD and ClearPass does not match. 

D. The user\\'s certificate is invalid. 

E. The user is not found in the database. 

Correct Answer: C 

 

QUESTION 4
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Refer to the exhibit. 

Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately
describes an employee\\'s new personal device connecting to the Onboarding network? (Select two.) 

A. Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 

B. Pre-Onboarding, the device will be redirected to the `Onboarding Page\\' Captive Portal. 

C. The BYOD-Provision role is a ClearPass internal role and exists in ClearPass. 

D. The device will not be redirected to any Onboarding page. 

E. Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 

Correct Answer: BE 

You can pre-provision with the Aruba controller firewall role of BYOD-Provision. 
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From the Firewall policies part of the exhibit, we see that the onboarding page is set to captive portal. 

References: https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-to-portal-on-single-SSID/td-
p/284506 

 

QUESTION 5

Refer to the exhibit. 

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for? 

A. for forming the Web Login Page URL 

B. for Administrators to access the PHP page, but not guests 

C. for Administrators to reference the page only 
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D. for forming the Web Login Page URL where Administrators add guest users 

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant. 

Correct Answer: A 

The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php". 

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuration/Creat
eEditWebLogin.htm 
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