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QUESTION 1

Refer to the exhibit. 

In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes? 

A. to gather and send Aruba NAD information to ClearPass 

B. to gather information about Aruba NADs for ClearPass 

C. to send information via RADIUS packets to Aruba NADs 

D. to send information via RADIUS packets to clients 

E. to send CoA packets from ClearPass to the Aruba NAD 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. 
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Based on the information shown, what will be the outcome when the administrator chooses "Deny Access to this
Device? (Select two.) 

A. EAP-TLS Authentication will be unaffected 

B. The user can Onboard their device again 

C. A new device certificate will be automatically pushed out to the device 

D. The user cannot Onboard their device again 

E. EAP-TLS Authentication will fail 

Correct Answer: DE 

The Device Management (View by Device) page lists all devices and lets you manage the devices\\' access to the
network. For each device, you can allow or deny network access. 

When you select the Deny option, a message advises you that any certificates associated with it will be revoked. The
device cannot be re-enrolled as long as access is denied. To re-enroll the device, you must use this field to allow access
again. References:
http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/DeviceManagement.htm 

 

QUESTION 3

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select
two.) 

A. the ClearPass server must have the network device added as a valid NAD 

B. the ClearPass server certificate must be installed on the NAD 
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C. a matching shared secret must be configured on both the ClearPass server and NAD 

D. an NTP server needs to be set up on the NAD 

E. a bind username and bind password must be provided 

Correct Answer: AC 

 

QUESTION 4

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario? 

A. 1 Policy Manager license, 1 Onboard License 

B. 2 Policy Manager licenses, 1 Onguard License 

C. 1 Policy Manager license, 1 Profile License 

D. 2 Policy Manager licenses, 2 Onguard licenses 

E. 1 Policy Manager license, 1 Onguard License 

Correct Answer: E 

 

QUESTION 5

Which types of files are stored in the Local Shared Folders database in ClearPass? (Select two.) 

A. Software image 

B. Backup files 

C. Log files 

D. Device fingerprint dictionaries 

E. Posture dictionaries 

Correct Answer: BC 
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