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QUESTION 1

What is the purpose of Operator Profiles?

A. to enforce role based access control for Aruba Controllers

B. to enforce role based access control for ClearPass Policy Manager admin users

C. to enforce role based access control for ClearPass Guest Admin users

D. to assign ClearPass roles to guest users

E. to map AD attributes to admin privilege levels in ClearPass Guest

Correct Answer: C

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest.

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLogins/Op
eratorProfiles.htm

QUESTION 2

Refer to the exhibit.

m Policy = Mapping Rules

Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name
|(Authorization:remotelab AD:Department EQUALS Product Management) Executive
‘|OR (Authorization: remotelab AD:UserDN EQUALS Executive)

2.}{Authurizati{:-n:{Endpuinr.s Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
|(Authorization:[Endpoints Repasitory]:Category CONTAINS SmartDevice)

“ AND (Authorization: [ Endpoints Repository]:0S Family EQUALS._IGNORE CASE Apple) 'O° D8vice
4.|(Authorization:remotelab AD:UserDN EXISTS ) [Employee]
|(Authorization:remotelab AD:Department EQUALS HR)
5./0R (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local

'OR (Date:Day-of-Week NOT BELONGS_TO Saturday, Sunday)
((Host:0SType CONTAINS Fedora)
(Host:0SType CONTAINS Fedora)
6./0R (Host:0OSType CONTAINS Redhat) : Linux User
OR (Host:0SType CONTAINS Ubuntu) :
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An AD user\\'s department attribute value is configured as "Product Management". The user connects on Monday to a
NAD that belongs to the Device Group HQ. Which role is assigned to the user in ClearPass?

A. HR Local

B. [Guest]

C. [Employee]

D. Linux User

E. Executive
Correct Answer: E

The conditions of the Executive Role is met.

QUESTION 3

Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.)

A. Static IP addresses are only allowed on the management port.
B. Configuration of the data port is mandatory.

C. Configuration on the management port is mandatory.

D. Configuration of the data port if optional.

E. Configuration of the management port is optional.

Correct Answer: CD

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory.

The configuration of the data port is optional. If this port is not configured, requests are redirected to the Management
port.

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm

QUESTION 4

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller
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D. Onguard agent
E. Active Directory Attributes

Correct Answer: BD

QUESTION 5

Refer to the exhibit.

Audit Row Detalls
P e 1ntine ifference [ =z S

Service Detalls

Precedence Order - |
4
Authentication Sources 1. [Onboard Devices Repository] [Local SQL DB)

2. testtraining [Active Directory)

3. radius01 [Active Directory]
4. [Endpoints Repository] [Local SQL DB)
5. [Local User Repository) [Local SQL DB)

Modified [ Added [l Deleted » Moved up ~ Moved down

I m
!

What information can be drawn from the audit row detail shown? (Select two.)
A. radius01 was deleted from the list of authentication sources.

B. The policy service was moved to position number 4.

C. radius01 was moved to position number 4.

D. The policy service was moved to position number 3.

E. raduisO1 was added as an authentication source.

Correct Answer: AB
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