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QUESTION 1

What are two ways to add guest accounts to ClearPass? (Choose two.)

A. Importing accounts from Active Directory once ClearPass is added with Admin credentials.
B. Assigning the default role "Lobby Ambassador to a receptionist to then add the accounts.
C. Using the "Import Accounts" under ClearPass Guest.

D. Using the "Create Account" or "Create Multiple" options under ClearPass Guest.

E. Using the "Sync Accounts" under ClearPass Guest.

Correct Answer: CD

QUESTION 2

Which must be taken into account if a customer wants to use the DHCP collector with 802.1X authentication?

A. When a client sends an authentication request to ClearPass, the profiler will also gather DHCP information.

B. Because DHCP fingerprinted is a Layer-3 function, it cannot be used with an 802.1X authentication service.

C. The client needs to connect to an open network first to be profiled, then shifted to the secure 802.1x network.

D. The client needs to be granted limited access before the enforcement policy can take into account the device type.

Correct Answer: A

QUESTION 3

What is the benefit of installing a wild card certificate for captive portal authentication?

A. Wild card certificates provide greater security than normal certificates.

B. Allows different certificates for each controller for increased security.

C. Guests no longer are required to validate certificates during captive portal.

D. Allows the single wild card certificate to be installed on all controllers in the environment.

Correct Answer: D

QUESTION 4
Which statement is true about OnGuard? (Choose two.)

A. Itis used to ensure that Antivirus/Antispyware programs are running
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B. It supports both Windows and Mac OS X clients
C. It is used to identify and remove any malware/viruses
D. It only supports 802.1X authentication

Correct Answer: AB

QUESTION 5

Refer to the exhibit.

Services - Aruba 802.1X Secure Wireless

Summary &McNMnticnﬁon  Authorization Roles m

| Use Cached Results: Use cached Roles and Posture attributes frem previous sessions
Enforcement Policy: aruba wireless enforcement policy - |[Modity |
Enforcement Policy Details
Description: Aruba wireless Enforcement policy
Default Profile: [Deny Access Profile]
Rules Evaluation Algorithm: first-applicable
Conditions Enforcement Profiles
1. (Authorization: [Endpoints Repository]:Category ) assign profile only role
(Tips:Role corporate_user) , T
(Tips:Role computer) sssigitEmpiepee Il iae
(Tips:Role corporate_user) .
3. ' assign employee smart role
(Tips:Role smart_phone)
4. (Tips:Role temp_user) assign temp access role
(Tips:Role temp_user) , .
5‘ (Tips:Role smart_phone) assign employee smart role

What is true regarding leaving the indicated option "Use cached Roles and Posture attributes from previous sessions"
unchecked?

A. A posture change applied to an endpoint is going to be lost each time the client re-authenticates.

B. The service will make the enforcement decision based upon the updated Posture regardless of caching.

C. Posturing will no longer be evaluated in determining the enforcement policy for current or future sessions.

D. Cached posture results are no longer stored by ClearPass but instead are saved to the endpoint of the client.

Correct Answer: A
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