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QUESTION 1

An Architect has configured a SAML-based SSO integration between Salesforce and an external Identity provider and is
ready to test it. When the Architect attempts to log in to Salesforce using SSO, the Architect receives a SAML error.
Which two optimal actions should the Architect take to troubleshoot the issue? 

A. Ensure the Callback URL is correctly set in the Connected Apps settings. 

B. Use a browser that has an add-on/extension that can inspect SAML. 

C. Paste the SAML Assertion Validator in Salesforce. 

D. Use the browser\\'s Development tools to view the Salesforce page\\'s markup. 

Correct Answer: BC 

 

QUESTION 2

Universal containers (UC) has a mobile application that calls the salesforce REST API. In order to prevent users from
having to enter their credentials everytime they use the app, UC has enabled the use of refresh Tokens as part of the
salesforce connected App and updated their mobile app to take advantage of the refresh token. Even after enabling the
refresh token, Users are still complaining that they have to enter their credentials once a day. What is the most likely
cause of the issue? 

A. The Oauth authorizations are being revoked by a nightly batch job. 

B. The refresh token expiration policy is set incorrectly in salesforce 

C. The app is requesting too many access Tokens in a 24-hour period 

D. The users forget to check the box to remember their credentials. 

Correct Answer: B 

 

QUESTION 3

The security team at Universal containers(UC) has identified exporting reports as a high- risk action and would like to
require users to be logged into salesforce with their active directory (AD) credentials when doing so. For all other uses
of Salesforce, Users should be allowed to use AD credentials or salesforce credentials. What solution should be
recommended to prevent exporting reports except when logged in using AD credentials while maintaining the ability to
view reports when logged in with salesforce credentials? 

A. Use SAML Federated Authentication and Custom SAML jit provisioning to dynamically add or remove a permission
set that grants the Export Reports permission. 

B. Use SAML Federated Authentication, treat SAML sessions as high assurance, and raise the session level required
for exporting reports. 

C. Use SAML Federated Authentication and block access to reports when accesses through a standard assurance
session. 
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D. Use SAML Federated Authentication with a login flow to dynamically add or remove a permission set that grants the
export reports permission. 

Correct Answer: C 

 

QUESTION 4

Northern Trail Outfitters (NTO) wants to improve its engagement with existing customers to boost customer loyalty. To
get a better understanding of its customers, NTO establishes a single customer view including their buying behaviors, 

channel preferences and purchasing history. All of this information exists but is spread across different systems and
formats. 

NTO has decided to use Salesforce as the platform to build a 360 degree view. The company already uses Microsoft
Active Directory (AD) to manage its users and company assets. 

What should an Identity Architect do to provision, deprovision and authenticate users? 

A. Salesforce Identity is not needed since NTO uses Microsoft AD. 

B. Salesforce Identity can be included but NTO will be required to build a custom integration with Microsoft AD. 

C. Salesforce Identity is included in the Salesforce licenses so it does not need to be considered separately. 

D. A Salesforce Identity can be included but NTO will require Identity Connect. 

Correct Answer: D 

 

QUESTION 5

Universal Containers (UC) wants its closed Won opportunities to be synced to a Data Warehouse in near real time. UC
has implemented Outbound Message to enable near real- time data sync. UC wants to ensure that communication
between Salesforce and Target System is Secure. What Certificate is sent along with the Outbound Message? 

A. The CA-Signed Certificate from the Certificate and Key Management menu. 

B. The default Client Certificate from the Develop--> API Menu. 

C. The default Client Certificate or a Certificate from Certificate and Key Management menu. 

D. The Self-Signed Certificates from the Certificate and Key Management menu. 

Correct Answer: B 
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