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QUESTION 1

Which of the following is a key component of an organization\\'s cybersecurity governance? 

A. Administrators monitoring the use, assignment and configuration of privileges on the network. 

B. The IT department establishing implementing, and actively managing security configurations. 

C. Management identifying and classifying the types of critical data in the organization\\'s system 

D. Senior management of the organization setting the cybersecurity policy 

Correct Answer: D 

 

QUESTION 2

In order to provide useful information for an organization\\'s risk management decisions, which of the following factors is
least important to assess? 

A. The underlying causes of the risk. 

B. The impact of the risk on the organization\\'s objectives. 

C. The risk levels of current and future events. 

D. The potential for eliminating risk factors. 

Correct Answer: D 

 

QUESTION 3

Which of the following statements regarding database management systems is not correct? 

A. Database management systems handle data manipulation inside the tables, rather than it being done by the
operating system itself in files. 

B. The database management system acts as a layer between the application software and the operating system. 

C. Applications pass on the instructions for data manipulation which are then executed by the database management
system. 

D. The data within the database management system can only be manipulated directly by the database management
system administrator. 

Correct Answer: D 

 

QUESTION 4

Much of the following authentication device credentials is the most difficult to revoke when an employee\\'s access rights
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need to be removed? 

A. A traditional key lock 

B. A biometric device. 

C. A card-key system 

D. A proximity device 

Correct Answer: C 

 

QUESTION 5

Which of the following risks is best addressed by encryption? 

A. Information integrity risk. 

B. Privacy risk 

C. Access risk 

D. Software risk 

Correct Answer: B 
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