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QUESTION 1

In acceptable use of Information Assets, which is the best practice? 

A. Access to information and communication systems are provided for business purpose only 

B. Interfering with or denying service to any user other than the employee\\'s host 

C. Playing any computer games during office hours 

D. Accessing phone or network transmissions, including wireless or wifi transmissions 

Correct Answer: A 

 

QUESTION 2

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring
branches to continue their work. 

Where in the incident cycle is moving to a stand-by arrangements found? 

A. between threat and incident 

B. between recovery and threat 

C. between damage and recovery 

D. between incident and damage 

Correct Answer: D 

 

QUESTION 3

Which of the following is not a type of Information Security attack? 

A. Legal Incidents 

B. Vehicular Incidents 

C. Technical Vulnerabilities 

D. Privacy Incidents 

Correct Answer: B 

 

QUESTION 4

You receive an E-mail from some unknown person claiming to be representative of your bank and asking for your
account number and password so that they can fix your account. Such an attempt of social engineering is called 
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A. Shoulder Surfing 

B. Mountaineering 

C. Phishing 

D. Spoofing 

Correct Answer: C 

 

QUESTION 5

Availability means: 

A. Service should be accessible at the required time and usable by all 

B. Service should be accessible at the required time and usable only by the authorized entity 

C. Service should not be accessible when required 

Correct Answer: B 
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